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QUESTION 1

Refer to the exhibit. 

Which configuration change must you make to block an offending IP address temporarily? 

A. Add the offending IP address to the system block list 

B. Add the offending IP address to the user block list 

C. Add the offending IP address to the domain block list 

D. Change the authentication reputation setting status to Enable 

Correct Answer: D 

Reference: https://help.fortinet.com/fweb/550/Content/FortiWeb/fortiweb-admin/blacklisting.htm 

 

QUESTION 2

An organization has different groups of users with different needs in email functionality, such as address book access,
mobile device access, email retention periods, and disk quotas. 

Which FortiMail feature specific to server mode can be used to accomplish this? 

A. Resource profiles 

B. Domain-level service settings 

C. Access profiles 

D. Address book management options 

Correct Answer: C 

 

QUESTION 3

A FortiMail administrator is investigating a sudden increase in DSNs being delivered to the protected domain for
undeliverable email messages. After searching the logs, the administrator identifies that the DSNs were not generated
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as a result of any outbound email sent from the protected domain. 

Which FortiMail antispam technique can the administrator use to prevent this scenario? 

A. Spam outbreak protection 

B. Bounce address tag validation 

C. Spoofed header detection 

D. FortiGuard IP Reputation 

Correct Answer: A 

Reference: https://docs.fortinet.com/document/fortimail/6.2.0/administration-guide/769204/managing-themail-queue 

 

QUESTION 4

An administrator sees that an excessive amount of storage space on a FortiMail device is being used up by quarantine
accounts for invalid users. The FortiMail is operating in transparent mode. 

Which two FortiMail features can the administrator configure to tackle this issue? (Choose two.) 

A. Automatic removal of quarantine accounts 

B. Recipient address verification 

C. Bounce address tag verification 

D. Sender address rate control 

Correct Answer: AD 

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/9aa62d26-858d11ea-9384-005056
92583a/FortiMail-6.4.0-Administration_Guide.pdf (322, 323) 

 

QUESTION 5

If you are using the built-in MTA to process email in transparent mode, which two statements about FortiMail behavior
are true? (Choose two.) 

A. MUAs need to be configured to connect to the built-in MTA to send email 

B. If you disable the built-in MTA, FortiMail will use its transparent proxies to deliver email 

C. FortiMail can queue undeliverable messages and generate DSNs 

D. FortiMail ignores the destination set by the sender, and uses its own MX record lookup to deliver email 

Correct Answer: CD 
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