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QUESTION 1

Which firmware upgrade method for an active-passive HA cluster ensures service outage is minimal, and there are no
unnecessary failovers?

A. Break the cluster, upgrade the units independently, and then form the cluster
B. Upgrade both units at the same time

C. Upgrade the standby unit, and then upgrade the active unit

D. Upgrade the active unit, which will upgrade the standby unit automatically
Correct Answer: B

Reference: https://docs.fortinet.com/document/fortimail/6.2.0/administration-guide/725928/upgradingfirmware-on-ha-
units

QUESTION 2

Which FortiMail option removes embedded code components in Microsoft Word, while maintaining the original file
format?

A. Behavior analysis

B. Impersonation analysis

C. Content disarm and reconstruction
D. Header analysis

Correct Answer: C

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/8c063dd3-bafe-11e9a989-0050569
2583a/fortimail-admin-620.pdf (435)

QUESTION 3

Refer to the exhibit.
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AntiVirus Action Profile

Domain: example com v

Profile name: AV_Action

Tag subject

Insert header E3

Insert disclaimer = default v at | Startof message v

Deliver to alternate host

Deliver to onginal host

BCC

Replace Infected/suspicious body or attachment(s)

Archive to account archive - +HNew.__. Edit...

Motify with profile —-None-- v +MNew = [# Edit

VYuBuUWEUUU

Final action | Discard =

What are two expected outcomes if FortiMail applies this antivirus action profile to an email? (Choose two.)
A. Virus content will be removed from the email

B. A replacement message will be added to the email

C. The sanitized email will be sent to the recipient\\'s personal quarantine

D. The administrator will be notified of the virus detection

Correct Answer: BC

QUESTION 4

Refer to the exhibit.
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Sender Reputation EUGEGGERLGEENTENLL Endpoint Reputation

o « 1— /71 - Records per page: 50 =
IP Score
10.0.1.254 15

Which configuration change must you make to block an offending IP address temporarily?
A. Add the offending IP address to the system block list

B. Add the offending IP address to the user block list

C. Add the offending IP address to the domain block list

D. Change the authentication reputation setting status to Enable

Correct Answer: D

Reference: https://help.fortinet.com/fweb/550/Content/FortiWeb/fortiweb-admin/blacklisting.htm

QUESTION 5

Refer to the exhibit.
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IBE Encryption

Enable IBE service | &

IBE service name: Example Secure Portal
User registration expiry time (days): 30 |

User inactivity expiry time (days): 90

Encrypted email storage expiry time (days): 180

Password reset expiry time (hours): 24

Allow secure replying O

Allow secure forwarding i

Allow secure composing ® )

IBE base URL:

"Help" content URL:

"About” content URL:
Allow custom user control »

Which statement describes the impact of setting the User inactivity expiry time option to 90 days?

A. IBE user accounts will expire after 90 days of inactivity, and must register again to access new IBE email message
B. Registered IBE users have 90 days from the time they receive a notification email message to access their IBE email
C. After initial registration, IBE users can access the secure portal without authenticating again for 90 days

D. First time IBE users must register to access their email within 90 days of receiving the notification email message
Correct Answer: A

Reference: https://docs.fortinet.com/document/fortimail/6.4.0/cli-reference/813529/system-
encryptionibe#config_3733402351_2450215
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