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QUESTION 1

Which FortiMail option removes embedded code components in Microsoft Word, while maintaining the original file
format?

A. Behavior analysis

B. Impersonation analysis

C. Content disarm and reconstruction
D. Header analysis

Correct Answer: C

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/8c063dd3-bafe-11e9a989-0050569
2583a/fortimail-admin-620.pdf (435)

QUESTION 2

Refer to the exhibit.
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Protected Domain: example.com

FML-1 S, %
Server mode

gz

10.29.1.0/24
Access Control Rule

Enabled O

Sender: User Defined v

Recipient: User Defined e

Source: IP/Netmask -

0.0.0.0/0

Reverse DNS pattern; » » Regular Expression
Authentication status: Any v

TLS profile: -None-- « +New = Edit

Action: Relay -

Comments:

An administrator must enforce authentication on FML-1 for all outbound email from the example.com domain.
Which two settings should be used to configure the access receive rule? (Choose two.)

A. The Recipient pattern should be set to *@example.com

B. The Authentication status should be set to Authenticated

C. The Sender IP/netmask should be set to 10.29.1.0/24

D. The Action should be set to Reject

Correct Answer: BC

QUESTION 3
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An organization has different groups of users with different needs in email functionality, such as address book access,
mobile device access, email retention periods, and disk quotas.

Which FortiMail feature specific to server mode can be used to accomplish this?
A. Resource profiles

B. Domain-level service settings

C. Access profiles

D. Address book management options

Correct Answer: C

QUESTION 4

Refer to the exhibit.

IBE Encryption

Enable IBE service | &
IBE service name: Example Secure Portal
User registration expiry time (days): 30
User inactivity expiry time (days): 90
Encrypted email storage expiry time (days): 180
Password reset expiry time (hours): 24
Allow secure replying O
Allow secure forwarding i )
Allow secure composing »
IBE base URL:

"Help" content URL:

"About” content URL:

Allow custom user control »

Which statement describes the impact of setting the User inactivity expiry time option to 90 days?

A. IBE user accounts will expire after 90 days of inactivity, and must register again to access new IBE email message
B. Registered IBE users have 90 days from the time they receive a notification email message to access their IBE email
C. After initial registration, IBE users can access the secure portal without authenticating again for 90 days

D. First time IBE users must register to access their email within 90 days of receiving the notification email message
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Correct Answer: A

Reference: https://docs.fortinet.com/document/fortimail/6.4.0/cli-reference/813529/system-
encryptionibe#config_3733402351_2450215

QUESTION 5

Refer to the exhibit.
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NENRS-NVT@s il Relay Host List  Disclaimer  Disclaimer Exclusion List
& Local Host:
Host name: mx
Local domain name: example.com
SMTP server port number: 25 -
SMTP over SSL/TLS ©
SMTPS server port number: 465 -~
SMTP MSA service »
SMTP MSA port number: 587 ==
POP3 server port number: 110 .
Default domain for authentication: —None—
Redirect HTTP to HTTPS O

Which two statements about the mail server settings are true? (Choose two.)
A. FortiMail will support the STARTTLS extension

B. FortiMail will accept SMTPS connections

C. FortiMail will drop any inbound plaintext SMTP connection

D. FortiMail will enforce SMTPS on all outbound sessions

Correct Answer: BC
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