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QUESTION 1

Refer to the exhibit.
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UETRTVEIge vl Relay Host List  Disclaimer  Disclaimer Exclusion List Storage
& Local Host:
Host name: mx
Local domain name: example.com
SMTP server port number: 25 -
SMTP over SSUTLS ©
SMTPS server port number: 465 e
SMTP MSA service »
SMTP MSA port number: 587 -
POP3 server port number: 110 -
Default domain for authentication: —-None— -
Redirect HTTP to HTTPS O
Which two statements about the mail server settings are true? (Choose two.)
A. FortiMail will support the STARTTLS extension
B. FortiMail will accept SMTPS connections
C. FortiMail will drop any inbound plaintext SMTP connection
D. FortiMail will enforce SMTPS on all outbound sessions
Correct Answer: BC
QUESTION 2
Refer to the exhibit.
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FML-1
Gateway Mode

Mail Server
10.29.1.45/24

778N

Protacted Domain; exanple.com

4= New.. [#Edit. @ EDelete.. +Movew

4] 1 == |1 » Recordsperpage; 50 =

Enabled 1D Source  Destinah Session AntiSpam  AntiVirus Content DLP IP Pool Authentication Exclu
€O 1 00000 0000/ Example Session (/]

An administrator has enabled the sender reputation feature in the Example_Session profile on FML-1. After a few hours,
the deferred queue on the mail server starts filling up with undeliverable email. What two changes must the
administrator make to fix this issue? (Choose two.)

A. Apply a session profile with sender reputation disabled on a separate IP policy for outbound sessions

B. Clear the sender reputation database using the CLI

C. Create an outbound recipient policy to bypass outbound email from session profile inspections

D. Disable the exclusive flag in IP policy ID 1

Correct Answer: AD

QUESTION 3

Refer to the exhibit.
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FML-1
Transparent mode .
port1 port2 port1 N MX-1
172.16.32.55 172.16.32.56 = example.com

EMERT: Proxies|

For outgoing SMTP connections
Use client-specified SMTP server

to send email
Cancel

FortiMail

Domain name: example.com
Is subdomain <»

Main domain -
Relay type: -
SMTP server: 172.16.32.56 Port 25 — [Test ]
» Use SMTPS
Fallback SMTP server. Port 25 — [Test
» Use SMTPS

© ¥ Relay Authentication

£ Recipient Address Verification
2 Transparent Mode Options

This server is on port2 -
Hide the transparent box »

Use this domain's SMTP server to deliver <«

the mail

Which two statements about how the transparent mode FortiMail device routes email for the example.com domain are
true? (Choose two.)

A. Ifincoming email messages are undeliverable, FML-1 can queue them to retry later
B. If outgoing email messages are undeliverable, FM-1 can queue them to retry later
C. FML-1 will use the built-in MTA for outgoing sessions

D. FML-1 will use the transparent proxy for incoming sessions

Correct Answer: BD
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QUESTION 4

A FortiMail is configured with the protected domain example.com.

On this FortiMail, which two envelope addresses are considered incoming? (Choose two.)
A. MAIL FROM: accounts@example.com RCPT TO: sales@external.org

B. MAIL FROM: support@example.com RCPT TO: marketing@example.com

C. MAIL FROM: training@external.org RCPT TO: students@external.org

D. MAIL FROM: mis@hosted.net RCPT TO: noc@example.com

Correct Answer: CD

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/9aa62d26-858d11ea-9384-005056
92583a/FortiMail-6.4.0-Administration_Guide.pdf (30)

QUESTION 5

Refer to the exhibit.
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FML-1 o ' Mail Server
Gateway Mode NS 10.29.1.45/24

Protected Domain: example.com

Access Control Rule
Enabled | &
Sender: User Defined -
Recipient: User Defined i
Source: IP/Netmask -
0.0.0.0/0
Reverse DNS Daﬂem . 3 Hagular Expr&ssinn
Authentication status: Any -
TLS profile: —-None-- v <4 New.. & Edi
Action: Reject -
Comments:

It is recommended that you configure which three access receive settings to allow outbound email from the
example.com domain on FML-1? (Choose three.)

A. The Sender pattern should be set to *@example.com
B. The Action should be set to Relay

C. The Recipient pattern should be set to 10.29.1.45/24
D. The Enable check box should be cleared

E. The Sender IP/netmask should be set to 10.29.1.45/32
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Correct Answer: BDE
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