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QUESTION 1

Refer to the exhibit. 

An administrator has enabled the sender reputation feature in the Example_Session profile on FML-1. After a few hours,
the deferred queue on the mail server starts filling up with undeliverable email. What two changes must the
administrator make to fix this issue? (Choose two.) 

A. Apply a session profile with sender reputation disabled on a separate IP policy for outbound sessions 

B. Clear the sender reputation database using the CLI 

C. Create an outbound recipient policy to bypass outbound email from session profile inspections 

D. Disable the exclusive flag in IP policy ID 1 

Correct Answer: AD 

 

QUESTION 2

Refer to the exhibit. 
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Which configuration change must you make to block an offending IP address temporarily? 

A. Add the offending IP address to the system block list 

B. Add the offending IP address to the user block list 

C. Add the offending IP address to the domain block list 

D. Change the authentication reputation setting status to Enable 

Correct Answer: D 

Reference: https://help.fortinet.com/fweb/550/Content/FortiWeb/fortiweb-admin/blacklisting.htm 

 

QUESTION 3

While testing outbound MTA functionality, an administrator discovers that all outbound email is being processed using
policy IDs 1:2:0. 

Which two reasons explain why the last policy ID value is 0? (Choose two.) 

A. Outbound email is being rejected 

B. IP policy ID 2 has the exclusive flag set 

C. There are no outgoing recipient policies configured 

D. There are no access delivery rules configured for outbound email 

Correct Answer: CD 

 

QUESTION 4

Refer to the exhibit. 
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Which two statements about how the transparent mode FortiMail device routes email for the example.com domain are
true? (Choose two.) 

A. If incoming email messages are undeliverable, FML-1 can queue them to retry later 

B. If outgoing email messages are undeliverable, FM-1 can queue them to retry later 

C. FML-1 will use the built-in MTA for outgoing sessions 

D. FML-1 will use the transparent proxy for incoming sessions 

Correct Answer: BD 
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QUESTION 5

An organization has different groups of users with different needs in email functionality, such as address book access,
mobile device access, email retention periods, and disk quotas. 

Which FortiMail feature specific to server mode can be used to accomplish this? 

A. Resource profiles 

B. Domain-level service settings 

C. Access profiles 

D. Address book management options 

Correct Answer: C 
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