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QUESTION 1

FortiMail is configured with the protected domain example.com. 

Which two envelope addresses will require an access receive rule, to relay for unauthenticated senders? (Choose two.) 

A. MAIL FROM: accounts@example.com RCPT TO: sales@external.org 

B. MAIL FROM: support@example.com RCPT TO: marketing@example.com 

C. MAIL FROM: training@external.org RCPT TO: students@external.org 

D. MAIL FROM: mis@hosted.net RCPT TO: noc@example.com 

Correct Answer: BD 

 

QUESTION 2

Refer to the exhibit. 
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The exhibit shows a FortiMail active-passive setup. 

Which three actions are recommended when configuring the primary FortiMail HA interface? (Choose three.) 

A. Disable Enable port monitor 

B. In the Heartbeat status drop-down list, select Primary 

C. In the Peer IP address field, type 172.16.32.57 

D. In the Virtual IP action drop-down list, select Use 

E. In the Virtual IP address field, type 172.16.32.55/24 

Correct Answer: ABD 
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QUESTION 3

If you are using the built-in MTA to process email in transparent mode, which two statements about FortiMail behavior
are true? (Choose two.) 

A. MUAs need to be configured to connect to the built-in MTA to send email 

B. If you disable the built-in MTA, FortiMail will use its transparent proxies to deliver email 

C. FortiMail can queue undeliverable messages and generate DSNs 

D. FortiMail ignores the destination set by the sender, and uses its own MX record lookup to deliver email 

Correct Answer: CD 

 

QUESTION 4

Refer to the exhibit. 

Which statement describes the pre-registered status of the IBE user extuser2@external.lab? 

A. The user has received an IBE notification email, but has not accessed the HTTPS URL or attachment yet. 

B. The user account has been de-activated, and the user must register again the next time they receive an IBE email. 

C. The user was registered by an administrator in anticipation of IBE participation. 

D. The user has completed the IBE registration process, but has not yet accessed their IBE email. 

Correct Answer: D 

 

Reference: https://docs.fortinet.com/document/fortimail/6.4.2/administration-guide/470401/configuring-ibeusers 

 

QUESTION 5

A FortiMail administrator is investigating a sudden increase in DSNs being delivered to the protected domain for
undeliverable email messages. After searching the logs, the administrator identifies that the DSNs were not generated
as a result of any outbound email sent from the protected domain. 
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Which FortiMail antispam technique can the administrator use to prevent this scenario? 

A. Spam outbreak protection 

B. Bounce address tag validation 

C. Spoofed header detection 

D. FortiGuard IP Reputation 

Correct Answer: A 

Reference: https://docs.fortinet.com/document/fortimail/6.2.0/administration-guide/769204/managing-themail-queue 
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