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QUESTION 1

Which three statements about SMTPS and SMTP over TLS are true? (Choose three.)
A. SMTP over TLS connections are entirely encrypted and initiated on port 465

B. SMTPS encrypts the identities of both the sender and receiver

C. The STARTTLS command is used to initiate SMTP over TLS

D. SMTPS encrypts only the body of the email message

E. SMTPS connections are initiated on port 465

Correct Answer: BCE

Reference: https://docs.fortinet.com/document/fortimail/6.2.0/administration-guide/807960/fortimailsupport-of-tis-ssl

QUESTION 2

Refer to the exhibit.

FML-1
Gateway Mode

Mail Server
10.29.1.45/24

Protected Domain: exanple. com

+ New.. [#Edit EDelete., s+Movew

£y 1 ! = Records perpage; 50 =

Enabled 1D Source  Destinati Session AntiSpam  AntiVirus Content DLP IP Pool Authentication Exclu
O 1 00000 00000 Example Session Q

An administrator has enabled the sender reputation feature in the Example_Session profile on FML-1. After a few hours,
the deferred queue on the mail server starts filling up with undeliverable email. What two changes must the
administrator make to fix this issue? (Choose two.)

A. Apply a session profile with sender reputation disabled on a separate IP policy for outbound sessions

B. Clear the sender reputation database using the CLI
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C. Create an outbound recipient policy to bypass outbound email from session profile inspections

D. Disable the exclusive flag in IP policy ID 1

Correct Answer: AD

QUESTION 3

Refer to the exhibit.

Protected Domain: example.com

Server mode

Lz

10.29.1.0/24
Access Control Rule
Enabled O
Sender: User Defined v
Recipient: User Defined v
Source: IP/Netmask -
0.0.0.0/0

Reverse DNS pattern; »

®» Regular Expression
Authentication status: Ang.r

TLS profile: -None-- « +New w Edit
Action: Relay v
Comments:

An administrator must enforce authentication on FML-1 for all outbound email from the example.com domain.
Which two settings should be used to configure the access receive rule? (Choose two.)

A. The Recipient pattern should be set to *@example.com
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B. The Authentication status should be set to Authenticated
C. The Sender IP/netmask should be set to 10.29.1.0/24
D. The Action should be set to Reject

Correct Answer: BC

QUESTION 4

Refer to the exhibit.

C:\*nslookup -type=mx example.com
Server: PriNS
Address: 10.200.3.254

Non-authoritative answer:
example.com MX preference = 10, mail exchanger = mx.hosted.com
example.com MX preference = 20, mail exchanger = mx.example.com

Which two statements about the MTAs of the domain example.com are true? (Choose two.)

A. The external MTAs will send email to mx.example.com only if mx.hosted.com is unreachable
B. The PriNS server should receive all email for the example.com domain

C. The primary MTA for the example.com domain is mx.hosted.com

D. The higher preference value is used to load balance more email to the mx.example.com MTA

Correct Answer: AC

QUESTION 5

What three configuration steps are required to enable DKIM signing for outbound messages on FortiMail? (Choose
three.)

A. Generate a public/private key pair in the protected domain configuration
B. Enable DKIM check in a matching session profile

C. Enable DKIM check in a matching antispam profile

D. Publish the public key as a TXT record in a public DNS server

E. Enable DKIM signing for outgoing messages in a matching session profile

Correct Answer: ABD
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