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QUESTION 1

Where do you look to determine what network access policy, if any, is being applied to a particular host? 

A. The network access policy configuration 

B. The Port Properties view of the hosts port 

C. The Policy Logs view D. The Policy Details view for the host 

Correct Answer: A 

Reference: https://docs.microsoft.com/en-us/windows-server/networking/technologies/nps/nps-npoverview 

 

QUESTION 2

By default, if more than 20 hosts are seen connected on a single port simultaneously, what will happen to the port? 

A. The port is added to the Forced Registration group. 

B. The port is disabled. 

C. The port is switched into the Dead-End VLAN. 

D. The port becomes a threshold uplink. 

Correct Answer: B 

 

QUESTION 3

How should you configure MAC notification traps on a supported switch? 

A. Configure them only on ports set as 802.1q trunks 

B. Configure them on all ports except uplink ports 

C. Configure them on all ports on the switch 

D. Configure them only after you configure linkup and linkdown traps 

Correct Answer: B 

Configure SNMP MAC Notification traps on all access ports (do not include uplinks). 

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/be7fcde9-9685-11e981a4-0050569
2583a/Configuring_Traps_for_MAC_Notification.pdf 

 

QUESTION 4
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What causes a host\\'s state to change to "at risk"? 

A. The host has been administratively disabled. 

B. The logged on user is not found in the Active Directory. 

C. The host has failed an endpoint compliance policy or admin scan. 

D. The host is not in the Registered Hosts group. 

Correct Answer: C 

Failure ?Indicates that the host has failed the scan. This option can also be set manually. When the status is set to
Failure the host is marked";At Ris"; for the selected scan. 

Reference: https://docs.fortinet.com/document/fortinac/8.3.0/administration-guide/241168/host-health-andscanning 

 

QUESTION 5

Which command line shell and scripting language does FortiNAC use for WinRM? 

A. Powershell 

B. Bash 

C. Linux 

D. DOS 

Correct Answer: A 

Open Windows PowerShell or a command prompt. Run the following command to determine if you already have WinRM
over HTTPS configured. 

Reference: https://docs.fortinet.com/document/fortinac/8.7.0/administration-guide/246310/winrm-deviceprofile-
requirements-and-setup 
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