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QUESTION 1

You are using HTTP content routing on FortiWeb. Requests for web app A should be forwarded to a 

cluster of web servers which all host the same web app. Requests for web app B should be forwarded to a 

different, single web server. 

Which is true about the solution? 

A. Static or policy-based routes are not required. 

B. To achieve HTTP content routing, you must chain policies: the first policy accepts all traffic, and forwards requests for
web app A to the virtual server for policy A. It also forwards requests for web app B to the virtual server for policy B.
Policy A and Policy B apply their app-specific protection profiles, and then distribute that app\\'s traffic among all
members of the server farm. 

C. You must put the single web server into a server pool in order to use it with HTTP content routing. 

D. The server policy applies the same protection profile to all its protected web apps. 

Correct Answer: B 

 

QUESTION 2

Under which circumstances does FortiWeb use its own certificates? (Choose Two) 

A. Secondary HTTPS connection to server where FortiWeb acts as a client 

B. HTTPS to clients 

C. HTTPS access to GUI 

D. HTTPS to FortiGate 

Correct Answer: AC 

 

QUESTION 3

What capability can FortiWeb add to your Web App that your Web App may or may not already have? 

A. Automatic backup and recovery 

B. High Availability 

C. HTTP/HTML Form Authentication 

D. SSL Inspection 

Correct Answer: D 
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QUESTION 4

An e-commerce web app is used by small businesses. Clients often access it from offices behind a router, 

where clients are on an IPv4 private network LAN. You need to protect the web application from denial of 

service attacks that use request floods. 

What FortiWeb feature should you configure? 

A. Enable "Shared IP" and configure the separate rate limits for requests from NATted source IPs. 

B. Configure FortiWeb to use "X-Forwarded-For:" headers to find each client\\'s private network IP, and to block attacks
using that. 

C. Enable SYN cookies. 

D. Configure a server policy that matches requests from shared Internet connections. 

Correct Answer: C 

 

QUESTION 5

Which of the following would be a reason for implementing rewrites? 

A. Page has been moved to a new URL 

B. Page has been moved to a new IP address 

C. Replace vulnerable functions. 

D. Send connection to secure channel 

Correct Answer: A 
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