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QUESTION 1

A client is trying to start a session from a page that should normally be accessible only after they have

logged in.

When a start page rule detects the invalid session access, what can Fortiweb do? (Choose three.)

A. Reply with a "403 Forbidden" HTTP error

B. Allow the page access, but log the violation

C. Automatically redirect the client to the login page

D. Display an access policy message, then allow the client to continue, redirecting them to their requested page
E. Prompt the client to authenticate

Correct Answer: ABC

QUESTION 2

When the FortiWeb is configured in Reverse Proxy mode and the FortiGate is configured as an SNAT device, what IP
address will the FortiGate\\'s Real Server configuration point at?

A. Virtual Server IP on the FortiGate

B. Server\\'s real IP

C. Fortiweb\\'s real IP

D. IP Address of the Virtual Server on the FortiWeb

Correct Answer: A

QUESTION 3

You are deploying FortiWeb 6.0 in an Amazon Web Services cloud. Which 2 lines of this initial setup via CLI are
incorrect? (Choose two.)
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config system settings
set opmode transparent
set gateway 10.0.0.1
end

config system interface

1
2
3
4
5
6

set portl

=]

set ip 1N.0.0.5

8 set allowaccess https ssh ping
9 end

A. 6

B.9

C.3

D.2

Correct Answer: AC

QUESTION 4

Which of the following FortiWeb features is part of the mitigation tools against OWASP A4 threats?
A. Sensitive info masking

B. Poison Cookie detection

C. Session Management

D. Brute Force blocking

Correct Answer: C

QUESTION 5

When viewing the attack logs on your FortiWweb, which IP Address is shown for the client when using XFF Header
rules?

A. FortiGate\\'s public IP
B. FortiGate\\'s local IP

C. FortiWeb\\'s IP
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D. Client\\'s real IP

Correct Answer: D
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