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QUESTION 1

What is one of the key benefits of the FortiGuard IP reputation feature? 

A. It maintains a list of private IP addresses. 

B. It provides a document of IP addresses that are suspect, so that administrators can manually update their blacklists. 

C. It is updated once per year. 

D. It maintains a list of public IPs with a bad reputation for participating in attacks. 

Correct Answer: D 

FortiGuard IP Reputation service assigns a poor reputation, including virus-infected clients and malicious
spiders/crawlers. Reference: https://docs.fortinet.com/document/fortiweb/6.1.1/administration-guide/137271/blacklisting-
whitelisting-clients 

 

QUESTION 2

What must you do with your FortiWeb logs to ensure PCI DSS compliance? 

A. Store in an off-site location 

B. Erase them every two weeks 

C. Enable masking of sensitive data 

D. Compress them into a .zip file format 

Correct Answer: C 

Reference: https://docplayer.net/8466775-Fortiweb-web-application-firewall-ensuring-compliance-for-pci-dss-
requirement-6-6-solution-guide.html 

 

QUESTION 3

In which scenario might you want to use the compression feature on FortiWeb? 

A. When you are serving many corporate road warriors using 4G tablets and phones 

B. When you are offering a music streaming service 

C. When you want to reduce buffering of video streams 

D. Never, since most traffic today is already highly compressed 

Correct Answer: A 

https://training.fortinet.com/course/view.php?id=3363 When might you want to use the compression feature on
FortiWeb? When you are serving many road warriors who are using 4G tablets and phones 
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QUESTION 4

You are using HTTP content routing on FortiWeb. Requests for web app A should be forwarded to a cluster of web
servers which all host the same web app. Requests for web app B should be forwarded to a different, single web
server. 

Which is true about the solution? 

A. Static or policy-based routes are not required. 

B. To achieve HTTP content routing, you must chain policies: the first policy accepts all traffic, and forwards requests for
web app A to the virtual server for policy A. It also forwards requests for web app B to the virtual server for policy B.
Policy A and Policy B apply their app-specific protection profiles, and then distribute that app\\'s traffic among all
members of the server farm. 

C. You must put the single web server into a server pool in order to use it with HTTP content routing. 

D. The server policy applies the same protection profile to all its protected web apps. 

Correct Answer: B 

 

 

QUESTION 5

What role does FortiWeb play in ensuring PCI DSS compliance? 

A. It provides the ability to securely process cash transactions. 

B. It provides the required SQL server protection. 

C. It provides the WAF required by PCI. 

D. It provides credit card processing capabilities. 

Correct Answer: C 
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