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QUESTION 1

Refer to the exhibit.

m Geo IP Exceptions

Edit Geo IP Block Policy

Name Geo_Block

Severity Medium v
Trigger Action Please Select v
Exception Exempted_IPs -

ok | Cancel

+ Create New

D Country Name
1 Japan

FortiWeb is configured to block traffic from Japan to your web application server. However, in the logs, the administrator
is seeing traffic allowed from one particular IP address which is geo-located in Japan. What can the administrator do to
solve this problem? (Choose two.)

A. Manually update the geo-location IP addresses for Japan.

B. If the IP address is configured as a geo reputation exception, remove it.

C. Configure the IP address as a blacklisted IP address.

D. If the IP address is configured as an IP reputation exception, remove it.

Correct Answer: BC

QUESTION 2

What is one of the key benefits of the FortiGuard IP reputation feature?

A. It maintains a list of private IP addresses.

B. It provides a document of IP addresses that are suspect, so that administrators can manually update their blacklists.
C. It is updated once per year.

D. It maintains a list of public IPs with a bad reputation for participating in attacks.
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Correct Answer: D
FortiGuard IP Reputation service assigns a poor reputation, including virus-infected clients and malicious

spiders/crawlers. Reference: https://docs.fortinet.com/document/fortiweb/6.1.1/administration-guide/137271/blacklisting-
whitelisting-clients

QUESTION 3

Under what circumstances would you want to use the temporary uncompress feature of Fortiweb?

A. In the case of compression being done on the FortiWeb, to inspect the content of the compressed file
B. In the case of the file being a .MP3 music file

C. In the case of compression being done on the web server, to inspect the content of the compressed file.
D. In the case of the file being an .MP4 video

Correct Answer: C

QUESTION 4

Refer to the exhibits.
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Edit Server Pool

Name
Protocol

Type

Single Server/Server Balance

server-pool?
HTTP

Reverse Proxy

Offline Protection

True Transparent Proxy
Transparent Inspection
WCCP

Single Server

Server Balance

Server Health Check availability-check1 -
Load Balancing Algorithm Round Robin v
Persistence session-persistence-cookie -
Comments 0/199 (bytes)
AR Cancel
+CreateNew  [#rait il
ID IPiDomain Status Port HTTP/2 Inherit Health Check Server Health Check Backup Server SSL
1 10.0.1.21 Enable 80 Disable Yes Disable Disable
2 10.0.1.22 Enable 80 Disable Yes Disable Disable
Edit Virtual Server
Name | vserver]

Use Interface |P »

IPv4 Address 10.0.1.8/255.255.255.0
IPv6 Address 10
Interface 'p-ort‘T

FortiWeb is configured in reverse proxy mode and it is deployed downstream to FortiGate. Based on the configuration

shown in the exhibits, which of the following statements is true?

A. FortiGate should forward web traffic to the server pool IP addresses.

B. The configuration is incorrect. FortiWeb should always be located upstream to FortiGate.

C. You must disable the Preserve Client IP setting on FotriGate for this configuration to work.
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D. FortiGate should forward web traffic to virtual server IP address.

Correct Answer: D

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/ebe2ce28-5c66-11eb-
b9ad-00505692583a/FortiWeb_6.3.10_Administration_Guide.pdf

QUESTION 5

Refer to the exhibit.

EditAdministrator
Administrator admin
Type Local User =

IPv4 Trusted Host# 1 | 192.168.1.11/32
IPv4 Trusted Host # 2 | 192.168.50.55/32
IPv4 Trusted Host# 3 | 0.0.0.0/0

IPv6 Trusted Host#1 /0

IPv6 Trusted Host#2 /0

IPv6 Trusted Host# 3 | - /0

Access Profile prof _admin -

There is only one administrator account configured on FortiWeb. What must an administrator do to restrict any brute
force attacks that attempt to gain access to the Fortiweb management GUI?

A. Delete the built-in administrator user and create a new one.
B. Configure IPv4 Trusted Host # 3 with a specific IP address.
C. The configuration changes must be made on the upstream device.

D. Change the Access Profile to Read_Only.
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Correct Answer: B
Reference: https://docs.fortinet.com/document/fortiweb/6.1.1/administration-guide/397469/preventing-brute-force-logins

Latest NSE6_FWB-6.4
Dumps

NSE6_FWB-6.4 VCE
Dumps

NSE6_FWB-6.4
Braindumps

Latest NSE6_FWB-6.4 Dumps | NSE6_FWB-6.4 VCE Dumps | NSE6_FWB-6.4 Braindumps 6/6


https://www.geekcert.com/nse6_fwb-6-4.html
https://www.geekcert.com/nse6_fwb-6-4.html
https://www.geekcert.com/nse6_fwb-6-4.html
https://www.geekcert.com/nse6_fwb-6-4.html
https://www.geekcert.com/nse6_fwb-6-4.html
https://www.geekcert.com/nse6_fwb-6-4.html
http://www.tcpdf.org
https://www.geekcert.com/nse6_fwb-6-4.html
https://www.geekcert.com/nse6_fwb-6-4.html
https://www.geekcert.com/nse6_fwb-6-4.html

