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QUESTION 1

Which two statements about running a vulnerability scan are true? (Choose two.) 

A. You should run the vulnerability scan during a maintenance window. 

B. You should run the vulnerability scan in a test environment. 

C. Vulnerability scanning increases the load on FortiWeb, so it should be avoided. 

D. You should run the vulnerability scan on a live website to get accurate results. 

Correct Answer: AB 

Should the Vulnerability Scanner allow it, SVMS will set the scan schedule (or schedules) to run in a maintenance
window. SVMS will advise Client of the scanner\\'s ability to complete the scan(s) within the maintenance window.
Vulnerabilities on live web sites. Instead, duplicate the web site and its database in a test environment. 

Reference: https://www.trustwave.com/media/17427/trustwave_mss_managed-3rd-party-vulnerability-scanning.pdf
https://help.fortinet.com/fweb/552/Content/FortiWeb/fortiweb-admin/vulnerability_scans.htm 

 

QUESTION 2

Which operation mode does not require additional configuration in order to allow FTP traffic to your web server? 

A. Offline Protection 

B. Transparent Inspection 

C. True Transparent Proxy 

D. Reverse-Proxy 

Correct Answer: B 

 

QUESTION 3

Refer to the exhibit. 
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Based on the configuration, what would happen if this FortiWeb were to lose power? (Choose two.) 

A. Traffic that passes between port5 and port6 will be inspected. 

B. Traffic will be interrupted between port3 and port4. 

C. All traffic will be interrupted. 

D. Traffic will pass between port5 and port6 uninspected. 

Correct Answer: BD 

Reference: https://docs.fortinet.com/document/fortiweb/6.3.10/administration-guide/33485/fail-to-wire-for-power-loss-
reboots 

 

QUESTION 4

What capability can FortiWeb add to your Web App that your Web App may or may not already have? 

A. Automatic backup and recovery 

B. High Availability 

C. HTTP/HTML Form Authentication 

D. SSL Inspection 

Correct Answer: C 

 

QUESTION 5

You are using HTTP content routing on FortiWeb. You want requests for web application A to be forwarded to a cluster
of web servers, which all host the same web application. You want requests for web application B to be forwarded to a
different, single web server. 

Which statement about this solution is true? 

A. The server policy applies the same protection profile to all of its protected web applications. 

B. You must put the single web server in to a server pool, in order to use it with HTTP content routing. 

C. You must chain policies so that requests for web application A go to the virtual server for policy A, and requests for
web application B go to the virtual server for policy B. 

D. Static or policy-based routes are not required. 

Correct Answer: D 
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