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QUESTION 1

Which implementation is best suited for a deployment that must meet compliance criteria?
A. SSL Inspection with Fortiweb in Transparency mode

B. SSL Offloading with FortiWeb in reverse proxy mode

C. SSL Inspection with FrotiWeb in Reverse Proxy mode

D. SSL Offloading with Fortiweb in Transparency Mode

Correct Answer: C

QUESTION 2

Which operation mode does not require additional configuration in order to allow FTP traffic to your web server
A. Offline Protection

B. Transparent Inspection

C. True Transparent Proxy

D. Reverse-Proxy

Correct Answer: B

QUESTION 3

What benefit does Auto Learning provide?

A. Automatically identifies and blocks suspicious IPs

B. FortiWeb scans all traffic without taking action and makes recommendations on rules
C. Automatically builds rules sets

D. Automatically blocks all detected threats

Correct Answer: C

QUESTION 4
What role does FortiWeb play in ensuring PCI DSS compliance?
A. PCI specifically requires a WAF

B. Provides credit card processing capabilities
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C. Provide ability to securely process cash transactions
D. Provides load balancing between multiple web servers
Correct Answer: A

Fortiweb helps you meet all PCI requirements, but PCI now specifically recommends using a WAF, and developing
remediations against the top 10 vulnerabilities, according to OWASP.

QUESTION 5

Review the following configuration:

config waf machine-learning-policy

edit 1

set sample-limit-by-ip 0
next

end

What is the expected result of this configuration setting?

A. When machine learning (ML) is in its collecting phase, FortiWeb will accept an unlimited number of samples from the
same source IP address.

B. When machine learning (ML) is in its running phase, FortiWeb will accept an unlimited number of samples from the
same source IP address.

C. When machine learning (ML) is in its collecting phase, FortiWeb will not accept any samples from any source IP
addresses.

D. When machine learning (ML) is in its running phase, FortiWeb will accept a set number of samples from the same
source IP address.

Correct Answer: A
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