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QUESTION 1

Refer to the exhibit.
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If the signal is set to -68 dB on the FortiPlanner site survey reading, which statement is correct regarding the coverage
area?

A. Areas with the signal strength equal to -68 dB are zoomed in to provide better visibility
B. Areas with the signal strength weaker than -68 dB are cut out of the map
C. Areas with the signal strength equal or stronger than -68 dB are highlighted in multicolor

D. Areas with the signal strength weaker than -68 dB are highlighted in orange and red to indicate that no signal was
propagated by the APs.

Correct Answer: C

QUESTION 2
How are wireless clients assigned to a dynamic VLAN configured for hash mode?

A. Using the current number of wireless clients connected to the SSID and the number of IPs available in the least busy
VLAN

B. Using the current number of wireless clients connected to the SSID and the number of clients allocated to each of the
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VLANs

C. Using the current number of wireless clients connected to the SSID and the number of VLANSs available in the pool
D. Using the current number of wireless clients connected to the SSID and the group the FortiAP is a member of
Correct Answer: C

VLAN from the VLAN pool based on a hash of the current number of SSID clients and the number of entries in the
VLAN pool.

Reference: https://docs.fortinet.com/document/fortiap/7.0.1/fortiwifi-and-fortiap-configuration-guide/376326/configuring-
dynamic-user-vlan-assignment

QUESTION 3

Which of the following is a requirement to generate analytic reports using on-site FortiPresence deployment?
A. SQL services must be running

B. Two wireless APs must be sending data

C. DTLS encryption on wireless traffic must be turned off

D. Wireless network security must be set to open

Correct Answer: B

FortiPresence VM is deployed locally on your site and consists of two virtual machines. All the analytics data collected
and computed resides locally on the VMs.

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/30bd9962-44e8-11eb-
b9ad-00505692583a/FortiPresence_VM-1.0.0-Administration_Guide.pdf

QUESTION 4

When configuring Auto TX Power control on an AP radio, which two statements best describe how the radio responds?
(Choose two.)

A. When the AP detects any other wireless signal stronger that -70 dBm, it will reduce its transmission power until it
reaches the minimum configured TX power limit.

B. When the AP detects PF Interference from an unknown source such as a cordless phone with a signal stronger that
-70 dBm, it will increase its transmission power until it reaches the maximum configured TX power limit.

C. When the AP detects any wireless client signal weaker than -70 dBm, it will reduce its transmission power until it
reaches the maximum configured TX power limit.

D. When the AP detects any interference from a trusted neighboring AP stronger that -70 dBm, it will reduce its
transmission power until it reaches the minimum configured TX power limit.

Correct Answer: AC
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Reference: https://www.watchguard.com/help/docs/help-center/en-US/Content/en-
US/Fireware/wireless/ap_wireless_signalstrength_c.html

QUESTION 5

Refer to the exhibit.

Radio 2
Mode Disabled Dedicated Monitor
WIDS profile @ default-wids-apscan-enabled v
Radio resource provision »
Band 5GHz 802.11ac/n/a v
Channel width BT 4oMH:z 80MHz
Short guard interval »
Channels 36 40 44
48 52 56*
60* 64* 100*
104* 108* 112*
116* 120* 124*
128* 132* 136*
140* 144* 149
153 157 161
165
TX power control m Manual
TX power 10 — 17 dBm

SSIDs € (Q)RULLEN & Bridge Manual
»

Monitor channel utilization

What does the asterisk (*) symbol beside the channel mean?

A. Indicates channels that can be used only when Radio Resource Provisioning is enabled

B. Indicates channels that cannot be used because of regulatory channel restrictions

C. Indicates channels that will be scanned by the Wireless Intrusion Detection System (WIDS)

D. Indicates channels that are subject to dynamic frequency selection (DFS) regulations
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Correct Answer: A
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