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QUESTION 1

When using FortiPresence as a captive portal, which two types of public authentication services can be used to access
guest Wi-Fi? (Choose two.) 

A. Social networks authentication 

B. Software security token authentication 

C. Short message service authentication 

D. Hardware security token authentication 

Correct Answer: AD 

This information along with the social network authentication logins with Facebook, Google, Instagram, LinkedIn, or
FortiPresence using your WiFi. 

Captive Portal configurations for social media logins and internet access. You can add and manage sites using the
integrated Google maps and manoeuvre your hardware infrastructure easily. 

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/e126e498-eabb11eb-97f7-0050569
2583a/FortiPresence-21.3-Administration_Guide.pdf 

 

QUESTION 2

Part of the location service registration process is to link FortiAPs in FortiPresence. 

Which two management services can configure the discovered AP registration information from the FortiPresence
cloud? (Choose two.) 

A. AP Manager 

B. FortiAP Cloud 

C. FortiSwitch 

D. FortiGate 

Correct Answer: BD 

FortiGate, FortiCloud wireless access points (send visitor data in the form of station reports directly to FortiPresence) 

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/df877622-c976-11e98977-0050569
2583a/FortiPresence-v4.3-release-notes.pdf 

 

QUESTION 3

When configuring Auto TX Power control on an AP radio, which two statements best describe how the radio responds?
(Choose two.) 
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A. When the AP detects any other wireless signal stronger that -70 dBm, it will reduce its transmission power until it
reaches the minimum configured TX power limit. 

B. When the AP detects PF Interference from an unknown source such as a cordless phone with a signal stronger that
-70 dBm, it will increase its transmission power until it reaches the maximum configured TX power limit. 

C. When the AP detects any wireless client signal weaker than -70 dBm, it will reduce its transmission power until it
reaches the maximum configured TX power limit. 

D. When the AP detects any interference from a trusted neighboring AP stronger that -70 dBm, it will reduce its
transmission power until it reaches the minimum configured TX power limit. 

Correct Answer: AC 

Reference: https://www.watchguard.com/help/docs/help-center/en-US/Content/en-US/Fireware/wireless/
ap_wireless_signalstrength_c.html 

 

QUESTION 4

When enabling security fabric on the FortiGate interface to manage FortiAPs, which two types of communication
channels are established between FortiGate and FortiAPs? (Choose two.) 

A. Control channels 

B. Security channels 

C. FortLink channels 

D. Data channels 

Correct Answer: AD 

The control channel for managing traffic, which is always encrypted by DTLS. l The data channel for carrying client data
packets. 

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/ac61f4d3-ce67-11e98977-0050569
2583a/FortiWiFi_and_FortiAP-6.2-Cookbook.pdf 

 

QUESTION 5

Which two configurations are compatible for Wireless Single Sign-On (WSSO)? (Choose two.) 

A. A VAP configured for captive portal authentication 

B. A VAP configured for WPA2 or 3 Enterprise 

C. A VAP configured to authenticate locally on FortiGate 

D. A VAP configured to authenticate using a radius server 

Correct Answer: BD 

In the SSID choose WPA2-Enterprise authentication. 
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WSSO is RADIUS-based authentication that passes the user\\'s user group memberships to the FortiGate. 

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/b92a67f9-73a6-11ea9384-0050569
2583a/FortiWiFi_and_FortiAP-6.4.2-Configuration_Guide.pdf 
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