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QUESTION 1

Six APs are located in a remotely based branch office and are managed by a centrally hosted FortiGate. Multiple
wireless users frequently connect and roam between the APs in the remote office. 

The network they connect to, is secured with WPA2-PSK. As currently configured, the WAN connection between the
branch office and the centrally hosted FortiGate is unreliable. 

Which configuration would enable the most reliable wireless connectivity for the remote clients? 

A. Configure a tunnel mode wireless network and enable split tunneling to the local network 

B. Configure a bridge mode wireless network and enable the Local standalone configuration option 

C. Configure a bridge mode wireless network and enable the Local authentication configuration option 

D. Install supported FortiAP and configure a bridge mode wireless network 

Correct Answer: A 

 

 

QUESTION 2

Which statement describes FortiPresence location map functionality? 

A. Provides real-time insight into user movements 

B. Provides real-time insight into user online activity 

C. Provides real-time insight into user purchase activity 

D. Provides real-time insight into user usage stats 

Correct Answer: D 

This geographical data analysis provides real-time insights into user behavior. 

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/05d8bae1-5f3c-11e981a4-0050569
2583a/FortiPresence-v2.0.1-getting-started.pdf 

 

QUESTION 3

Refer to the exhibits. 

Exhibit A 
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Exhibit B 
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A wireless network has been created to support a group of users in a specific area of a building. The wireless network is
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configured but users are unable to connect to it. The exhibits show the relevant controller configuration for the APs and
the wireless network. 

Which two configuration changes will resolve the issue? (Choose two.) 

A. For both interfaces in the wtp-profile, configure set vaps to be “Authors” 

B. Disable intra-vap-privacy for the Authors vap-wireless network 

C. For both interfaces in the wtp-profile, configure vap-all to be manual 

D. Increase the transmission power of the AP radio interfaces 

Correct Answer: BC 

 

 

QUESTION 4

Which factor is the best indicator of wireless client connection quality? 

A. Downstream link rate, the connection rate for the AP to the client 

B. The receive signal strength (RSS) of the client at the AP 

C. Upstream link rate, the connection rate for the client to the AP 

D. The channel utilization of the channel the client is using 

Correct Answer: B 

SSI, or “Received Signal Strength Indicator,” is a measurement of how well your device can hear a signal from an
access point or router. It\\'s a value that is useful for determining if you have enough signal to get a good wireless
connection. 

Reference: https://www.metageek.com/training/resources/understanding-rssi.html 

 

QUESTION 5

As standard best practice, which configuration should be performed before configuring FortiAPs using a FortiGate
wireless controller? 

A. Create wireless LAN specific policies 

B. Preauthorize APs 

C. Create a custom AP profile 

D. Set the wireless controller country setting 

Correct Answer: C 

Reference: https://docs.fortinet.com/document/fortiap/6.4.1/fortiwifi-and-fortiap-configuration-guide/547298/ complex-
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