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QUESTION 1

View the exhibit, which contains a screenshot of some phase-1 settings, and then answer the question below. 

The VPN is up, and DPD packets are being exchanged between both IPsec gateways; however, traffic cannot pass
through the tunnel. To diagnose, the administrator enters these CLI commands: 

However, the IKE real time debug does not show any output. Why? 

A. The debug output shows phases 1 and 2 negotiations only. Once the tunnel is up, it does not show any more output. 

B. The log-filter setting was set incorrectly. The VPN\\'s traffic does not match this filter. 

C. The debug shows only error messages. If there is no output, then the tunnel is operating normally. 

D. The debug output shows phase 1 negotiation only. After that, the administrator must enable the following real time
debug: diagnose debug application ipsec -1. 

Correct Answer: D 

 

QUESTION 2
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An administrator has configured two FortiGate devices for an HA cluster. While testing the HA failover, the administrator
noticed that some of the switches in the network continue to send traffic to the former primary unit. The administrator
decides to enable the setting link- failed-signal to fix the problem. Which statement is correct regarding this command? 

A. Forces the former primary device to shut down all its non-heartbeat interfaces for one second while the failover
occurs. 

B. Sends an ARP packet to all connected devices, indicating that the HA virtual MAC address is reachable through a
new master after a failover. 

C. Sends a link failed signal to all connected devices. 

D. Disables all the non-heartbeat interfaces in all the HA members for two seconds after a failover. 

Correct Answer: A 

 

QUESTION 3

What configuration changes can reduce the memory utilization in a FortiGate? (Choose two.) 

A. Reduce the session time to live. 

B. Increase the TCP session timers. 

C. Increase the FortiGuard cache time to live. 

D. Reduce the maximum file size to inspect. 

Correct Answer: AD 

 

QUESTION 4

View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question below. 
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Why didn\\'t the tunnel come up? 

A. The pre-shared keys do not match. 

B. The remote gateway\\'s phase 2 configuration does not match the local gateway\\'s phase 2 configuration. 

C. The remote gateway\\'s phase 1 configuration does not match the local gateway\\'s phase 1 configuration. 

D. The remote gateway is using aggressive mode and the local gateway is configured to use man mode. 

Correct Answer: C 

 

QUESTION 5

In which of the following states is a given session categorized as ephemeral? (Choose two.) 

A. A TCP session waiting to complete the three-way handshake. 

B. A TCP session waiting for FIN ACK. 

C. A UDP session with packets sent and received. 

D. A UDP session with only one packet received. 

Correct Answer: BC 
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