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QUESTION 1

View the central management configuration shown in the exhibit, and then answer the question below.

config system central-management
set type fortimanager

set fmg "10.0.1.242"
config server-list

edit 1

Set server-type rating

set server-address 10.0.1.240
nexc

edic 2
set server—type update
set server—address 10.0.1.243
next
editc 3
set server—type rating
set server-address 10.0.1.244
nexc
end
set include—default—servers enable
end

Which server will FortiGate choose for antivirus and IPS updates if 10.0.1.243 is experiencing an outage?
A.10.0.1.244

B. Public FortiGuard servers

C.10.0.1.240

D. 10.0.1.242

Correct Answer: B

QUESTION 2

View the exhibit, which contains a session table entry, and then answer the question below.
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timeout=300 f£lags=00000000
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SE th _info=0 chk _client_ info=0 v
1=007£2948 £/£ff app_list=0 app
_link_id

npu s
npu in £ 00, offload=0/0, ips offload=0/0, epid=0/0, ipid=0/0, wlan=0x0000/0x0000
vlifid=0/0, wvtag_ir 0000/0x0000 in_npu=0/0, |:|1.1t.___r;1:ru=l.‘1.r’l}, fwd en=0/0, gid=0/0

Which one of the following statements is true regarding FortiGates\\'s inspection of this session?
A. FortiGate applied flow-based inspection.

B. FortiGate applied proxy-based inspection.

C. FortiGate forwarded this session without any inspection.

D. FortiGate applied NGFW flow-based inspection.

Correct Answer: B

QUESTION 3

View the exhibit, which contains the output of a debug command, and then answer the question below.

FGT # get router info ospf interface port4
port4 is up, line protocol is up
Internet Address 172.20.121.236/24, Area 0.0.0.0, NTU 1500
Process ID O, Router ID 0.0.0.4, Network Type BROADCAS
Transmit Delay is 1 sec, State DROther, Priority 1
gnated Router (ID) 172.20.140.2, Interfe
Backup Designated Router (ID) 0.0.0.1, Interface Address

Timer intervals configured, Hello 10.000, Dead 40, Wait 40,
Hello due in 00:00:05

Neighbor Count is 4, Adjacent neighbor count is 2

Crypt Secuence Nuwber is 411

Hello received 106 sent 27,

L5—Req received 2 sent 2, L3-Upd re
LS—Ack received 4 sent 3, Discarded

Which of the following statements about the exhibit are true? (Choose two.)
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A. Port4 is connected to the OSPF backbone area.

B. In the network connected to port4, two OSPF routers are down.
C. The local FortiGate is the backup designated router.

D. The local FortiGate\\'s OSPF router ID is 0.0.0.4.

Correct Answer: AD

QUESTION 4

When using the SSL certificate inspection method to inspect HTTPS traffic, how does FortiGate filler web requests
when the client browser does not provide the server name indication (SNI) extension ?

A. FortiGate switches to the full SSL inspection method to decrypt the data.
B. FortiGate blocks the request without any further inspection.

C. FortiGate uses the Issued T: field in the server\\'s certificate.

D. FortiGate uses the requested URL from the user\\'s web browser.

Correct Answer: C

QUESTION 5

What does the dirty flag mean in a FortiGate session?

A. The session must be removed from the former primary unit after an HA failover.
B. Traffic has been identified as from an application that is not allowed.

C. The next packet must be re-evaluated against the firewall policies.

D. Traffic has been blocked by the antivirus inspection.

Correct Answer: C
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