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QUESTION 1

View the exhibit, which contains a partial output of an IKE real-time debug, and then answer the question below. 

Based on the debug output, which phase-1 setting is enabled in the configuration of this VPN? 

A. auto-discovery-receiver 

B. auto-discovery-forwarder 

C. auto-discovery-sender 

D. auto-discovery-shortcut 

Correct Answer: A 

 

QUESTION 2

View these partial outputs from two routing debug commands: 

Which outbound interface will FortiGate use to route web traffic from internal users to the Internet? 
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A. Both port1 and port2 

B. port3 

C. port2 

D. port1 

Correct Answer: A 

 

QUESTION 3

What is the purpose of an internal segmentation firewall (ISFW)? 

A. It is the first line of defense at the network perimeter. 

B. It inspects incoming traffic to protect services in the corporate DMZ. 

C. It is an all-in-one security appliance that is placed at remote sites to extend the enterprise network. 

D. It splits the network into multiple security segments to minimize the impact of breaches. 

Correct Answer: D 

 

QUESTION 4

An administrator has configured two FortiGate devices for an HA cluster. While testing the HA failover, the administrator
noticed that some of the switches in the network continue to send traffic to the former primary unit. The administrator
decides to enable the setting link-failed-signal to fix the problem. Which one of the following statements about this
command is true? 

A. Forces the former primary device to shut down all its non-heartbeat interfaces for one second while the failover
occurs. 

B. Sends an ARP packet to all connected devices, indicating that the HA virtual MAC address is reachable through a
new master after a failover. 

C. Disables all the non-heartbeat interfaces in all the HA members for two seconds after a failover. 

D. Sends a link failed signal to all connected devices. 

Correct Answer: A 

 

QUESTION 5

An administrator wants to capture ESP traffic between two FortiGates using the built-in sniffer. If the administrator
knows that there is no NAT device located between both FortiGates, what command should the administrator execute? 

A. diagnose sniffer packet any \\'esp\\' 

B. diagnose sniffer packet any \\'tcp port 500 or tcp port 4500\\' 
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C. diagnose sniffer packet any \\'udp port 4500\\' 

D. diagnose sniffer packet any \\'udp port 500\\' 

Correct Answer: A 
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