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QUESTION 1

When using the SSL certificate inspection method to inspect HTTPS traffic, how does FortiGate filler web requests
when the client browser does not provide the server name indication (SNI) extension ?

A. FortiGate switches to the full SSL inspection method to decrypt the data.
B. FortiGate blocks the request without any further inspection.

C. FortiGate uses the Issued T: field in the server\\'s certificate.

D. FortiGate uses the requested URL from the user\\'s web browser.

Correct Answer: C

QUESTION 2

View the exhibit, which contains the output of a web filtering diagnose command, and then answer the question below.

# diagnose webfilter fortiguard statisties list # diagnose webfilter fortiguard statistics
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Which one of the following statements explains why the cache statistics are all zeros?
A. There are no users making web requests.
B. The administrator has reallocated the cache memory to a separate process.

C. The FortiGuard web filter cache is disabled in the FortiGate\\'s configuration.
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D. FortiGate is using flow-based inspection which doesn\\'t use the cache.

Correct Answer: C

QUESTION 3

View the exhibit, which contains the partial output of a diagnose command, and then answer the question below.

Spoke-2 # dia vpn tunnel list
list all ipsec tunnel in vd O

.4.,1:0
tic/1 tun=incf/0 mode=auto/1 encap=none/0
nuwr=0 refcnt=15 ilast=10 olast=79Z auto-discovery=0

dpd: moc ; 3 coun cno=0
natt: mode=none draft=0 int

ric=V

s key=16

1d6875:

Based on the output, which one of the following statements is correct?
A. Quick mode selectors are disabled.

B. DPD is disabled.

C. Anti-replay is enabled.

D. Remote gateway IP is 10.200.5.1

Correct Answer: C

QUESTION 4

View the exhibit, which contains the output of a diagnose command, and then answer the question below.
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Which statements are true regarding the output in the exhibit? (Choose two.)
A. FortiGate used 209.222.147.36 as the initial server to validate its contract.
B. Servers with the D flag are considered to be down.

C. FortiGate will probe 121.111.236.179 every fifteen minutes for a response.
D. Servers with a negative TZ value are experiencing a service outage.

Correct Answer: AC

QUESTION 5

An administrator wants to capture ESP traffic between two FortiGates using the built-in sniffer. If the administrator
knows that there is no NAT device located between both FortiGates, what command should the administrator execute?

A. diagnose sniffer packet any \\'esp\\'

B. diagnose sniffer packet any \\'tcp port 500 or tcp port 4500\\'
C. diagnose sniffer packet any \\'udp port 4500\\'

D. diagnose sniffer packet any \\'udp port 500\\'

Correct Answer: A
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