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QUESTION 1

What does the dirty flag mean in a FortiGate session? 

A. Traffic has been blocked by the antivirus inspection. 

B. The next packet must be re-evaluated against the firewall policies. 

C. The session must be removed from the former primary unit after an HA failover. 

D. Traffic has been identified as from an application that is not allowed. 

Correct Answer: B 

https://kb.fortinet.com/kb/viewContent.do?externalId=FD40119andsliceId=1 

 

QUESTION 2

Two independent FortiGate HA clusters are connected to the same broadcast domain. The administrator has reported
that both clusters are using the same HA virtual MAC address. This creates a duplicated MAC address problem in the
network. 

What HA setting must be changed in one of the HA clusters to fix the problem? 

A. Group ID. 

B. Group name. 

C. Session pickup. 

D. Gratuitous ARPs. 

Correct Answer: A 

https://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-high-availability- 52/HA_failoverVMAC.htm 

 

QUESTION 3

View these partial outputs from two routing debug commands: 
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Which outbound interface will FortiGate use to route web traffic from internal users to the Internet? 

A. Both port1 and port2 

B. port3 

C. port1 

D. port2 

Correct Answer: C 

 

QUESTION 4

An LDAP user cannot authenticate against a FortiGate device. Examine the real time debug output shown in the exhibit
when the user attempted the authentication; then answer the question below. 

Based on the output in the exhibit, what can cause this authentication problem? 

A. User student is not found in the LDAP server. 

B. User student is using a wrong password. 
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C. The FortiGate has been configured with the wrong password for the LDAP administrator. 

D. The FortiGate has been configured with the wrong authentication schema. 

Correct Answer: A 

 

 

QUESTION 5

Refer to the exhibit, which contains the partial output of a diagnose command. 

Based on the output, which two statements are correct? (Choose two.) 

A. Anti-replay is enabled. 

B. DPD is disabled. 

C. Remote gateway IP is 10.200.4.1. 

D. Quick mode selectors are disabled. 

Correct Answer: AC 
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