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QUESTION 1

View the exhibit, which contains the output of diagnose sys session stat, and then answer the question below. 

Which statements are correct regarding the output shown? (Choose two.) 

A. There are 0 ephemeral sessions. 

B. All the sessions in the session table are TCP sessions. 

C. No sessions have been deleted because of memory pages exhaustion. 

D. There are 166 TCP sessions waiting to complete the three-way handshake. 

Correct Answer: AC 

https://kb.fortinet.com/kb/documentLink.do?externalID=FD40578 
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QUESTION 2

An administrator wants to capture ESP traffic between two FortiGates using the built-in sniffer. If the administrator
knows that there is no NAT device located between both FortiGates, what command should the administrator execute? 

A. diagnose sniffer packet any `udp port 500\\' 

B. diagnose sniffer packet any `udp port 4500\\' 

C. diagnose sniffer packet any `esp\\' 

D. diagnose sniffer packet any `udp port 500 or udp port 4500\\' 

Correct Answer: C 

Capture IKE Traffic without NAT: 

diagnose sniffer packet `host and udp port 500\\' 

--------------------------------------------------------------------------- Capture ESP Traffic without NAT: 

diagnose sniffer packet any `host and esp\\' 

--------------------------------------------------------------------------- Capture IKE and ESP with NAT-T: 

diagnose sniffer packet any `host and (udp port 500 or udp port 4500)\\' 

 

QUESTION 3

A FortiGate has two default routes: All Internet traffic is currently using port1. The exhibit shows partial information for
one sample session of Internet traffic from an internal user: 

Latest NSE7_EFW-6.2 Dumps | NSE7_EFW-6.2 Practice Test | NSE7_EFW-6.2 Exam Questions                               3 / 6

https://www.geekcert.com/nse7_efw-6-2.html
https://www.geekcert.com/nse7_efw-6-2.html
https://www.geekcert.com/nse7_efw-6-2.html


https://www.geekcert.com/nse7_efw-6-2.html
2024 Latest geekcert NSE7_EFW-6.2 PDF and VCE dumps Download

What would happen with the traffic matching the above session if the priority on the first default route (IDd1) were
changed from 5 to 20? 

A. Session would remain in the session table and its traffic would keep using port1 as the outgoing interface. 

B. Session would remain in the session table and its traffic would start using port2 as the outgoing interface. 

C. Session would be deleted, so the client would need to start a new session. 

D. Session would remain in the session table and its traffic would be shared between port1 and port2. 

Correct Answer: A 

 

QUESTION 4

View the exhibit, which contains an entry in the session table, and then answer the question below. 
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Which one of the following statements is true regarding FortiGate\\'s inspection of this session? 

A. FortiGate applied proxy-based inspection. 

B. FortiGate forwarded this session without any inspection. 

C. FortiGate applied flow-based inspection. 

D. FortiGate applied explicit proxy-based inspection. 

Correct Answer: A 

https://kb.fortinet.com/kb/viewContent.do?externalId=FD30042 

 

QUESTION 5

View the exhibit, which contains the output of a diagnose command, and then answer the question below. 
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What statements are correct regarding the output? (Choose two.) 

A. This is an expected session created by a session helper. 

B. Traffic in the original direction (coming from the IP address 10.171.122.38) will be routed to the next-hop IP address
10.0.1.10. 

C. Traffic in the original direction (coming from the IP address 10.171.122.38) will be routed to the next-hop IP address
10.200.1.1. 

D. This is an expected session created by an application control profile. 

Correct Answer: AC 
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