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QUESTION 1
Which statement about memory conserve mode is true?
A. A FortiGate exits conserve mode when the configured memory use threshold reaches yellow.

B. A FortiGate starts dropping all the new and old sessions when the configured memory use threshold reaches
extreme.

C. A FortiGate starts dropping new sessions when the configured memory use threshold reaches red
D. A FortiGate enters conserve mode when the configured memory use threshold reaches red

Correct Answer: C

QUESTION 2

What is the diagnose test application ipsmonitor 99 command used for?
A. To enable IPS bypass mode

B. To provide information regarding IPS sessions

C. To disable the IPS engine

D. To restart all IPS engines and monitors

Correct Answer: D

QUESTION 3

Examine the output from the “diagnose vpn tunnel list\' command shown in the exhibit; then answer the question
below.
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#diagnose vpn tunnel list
nams-Dial Up 0 ver=1 serial=5 10.200.1.1:4500->10.200.3.2: 64916 lgwy=static
nun=intf mode=dial_inst.bound 1f=2
parent=DialUp index=0
proxyid_um=1 child num=0 refent=8 ilast=4 olast=4
stat: xp=104 txp=38 rxb=27392 txb=480
dpd: mode=active on=1 1dle=5000ms retry=3 count=0 segno=70
natt: mode=silent draft=32 interval= 10 remote_port=64916
proxyid= DialUp proto=0 sa=1 ref=2 serial=1 add-route
src: 0:0.0.0.0.-255.255,255.255:0
dst: 0:10.0.10.10.-10.0.10.10:0
SA: ref=3 options= 00000086 tvpe=00 soft=0 mtu=1422 expire =42521
replaywin=2048 seqno=9
life: type=01 bytes=0/0 timeout=43185/43200
dec: spi=cb3a632a esp=aes key=16 7365¢17a8fd555ec38bifad7d650c1a2
ah=shal key=20 946btb2d23b8b53770dcf48ac2af82b8ccchaals
enc: spi=da6d28zc esp=aes key=16 3dct44ac7c816782ea3d0c9a977et543
ah=shal key=20 7cfde387592fc4635ab8db8ddi0d851d868b2431

dec:pkts/bytes=104/19926, enc:pkts/'bytes=8/1024

Which command can be used to sniffer the ESP traffic for the VPN DialUP_0?
A. diagnose sniffer packet any “port 500\

B. diagnose sniffer packet any “esp\\

C. diagnose sniffer packet any “host 10.0.10.10\\

D. diagnose sniffer packet any “port 4500\\

Correct Answer: D

NAT-T is enabled. natt: mode=silent

Protocol ESP is used. ESP is encapsulated in UDP port 4500 when NAT-T is enabled.

QUESTION 4

View the exhibit, which contains a partial routing table, and then answer the question below.
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iz directly connected, portz

10.1.0.0;
10.10.4.
10.64.1.0/24 is direectly connected, portl

VEF=21

4 [i10/0] wia 10.72.3.2! port4d

/24 is d Lly o ; rortd
[10/0] wia 10.7% 54, portg

Assuming all the appropriate firewall policies are configured, which of the following pings will FortiGate route? (Choose
two.)

A. Source IP address 10.1.0.24, Destination IP address 10.72.3.20.
B. Source IP address 10.72.3.27, Destination IP address 10.1.0.52.
C. Source IP address 10.72.3.52, Destination IP address 10.1.0.254.
D. Source IP address 10.73.9.10, Destination IP address 10.72.3.15.

Correct Answer: BC

QUESTION 5

View the exhibit, which contains the partial output of a diagnose command, and then answer the question below.

Spoke-2 # dia vpn tunnel list
list all ipsec tunnel in vd 0
name=VPN ver=1 serial=l1 10.200.5.1:0->10.200.4.1:0
bound if=3 lgwy=static/l1 tun=intf/0 mode=auto/l encap=none/0
proxyid num=1 child num=0 refcnt=15 ilast=10 olast=792 auto-discovery=0
stat: rxp=0 txp=0 rxb=0 txb=0
dpd: mode=on-demand on=1 idle=20000 ms retry=3 count=0 segno=0
natt: mode=none draft=0 interval=0 remote port=0
proxyid=VPN proto=0 sa=1 ref=2 serial=1l
src: 0:10.1.2.0/255.255.0:0
dst: 0:10.1.1.0/255.255.255.0:0
SA: ref=3 options=2e type=00 soft=0 mtu=1438 expire=42403/0B replaywin=2048 segno=1 esn=0
replaywin lastseq=00000000
life: type=01 bytes=0/0 timeout=43177/43200
dec: spi=ccclf66d esp=aes key=16 280e5cd6f9baccb65acTT1556c464ffbd
ah=shal key=20 c68091d68753578785de6a7a6b276b506c527efe
enc: spi=dfl14200b esp=aes key=16 b02a7e9f5542b69%9aff6aa391738ee393
ah=shal key20 889f7529887c215c255950be2bat3e6felab367be
dec:pkts/bytes=0/0, enc:pkts/bytes=0/0
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Based on the output, which of the following statements is correct?
A. Anti-reply is enabled.

B. DPD is disabled.

C. Quick mode selectors are disabled.

D. Remote gateway IP is 10.200.5.1.

Correct Answer: A
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