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QUESTION 1

When using the SSL certificate inspection method to inspect HTTPS traffic, how does FortiGate filter web requests
when the client browser does not provide the server name indication (SNI) extension?

A. FortiGate uses the requested URL from the user\\'s web browser.

B. FortiGate uses the CN information from the Subject field in the server certificate.
C. FortiGate blocks the request without any further inspection.

D. FortiGate switches to the full SSL inspection method to decrypt the data.

Correct Answer: B

QUESTION 2
Which statements about bulk configuration changes using FortiManager CLI scripts are correct? (Choose two.)
A. When executed on the Policy Package, ADOM database, changes are applied directly to the managed FortiGate.

B. When executed on the Device Database, you must use the installation wizard to apply the changes to the managed
FortiGate.

C. When executed on the All FortiGate in ADOM, changes are automatically installed without creating a new revision
history.

D. When executed on the Remote FortiGate directly, administrators do not have the option to review the changes prior
to installation.

Correct Answer: BD

CLI scripts can be run in three different ways:Device Database: By default, a script is executed on the device database.
It is recommend you run the changes on the device database (default setting), as this allows you to check what
configuration changes you will send to the managed device. Once scripts are run on the device database, you can
install these changes to a managed device using the installation wizard. Policy Package, ADOM database: If a script
contains changes related to ADOM level objects andpolicies, you can change the default selection to run on Policy
Package, ADOM database and can then be installed using the installation wizard. Remote FortiGate directly (through
CLI): A script can be executed directly on the device and you don\\'t need to install these changes using the installation
wizard. As the changes are directly installed on the managed device, no option is provided to verify and check the
configuration changes through FortiManager prior to executing it.

QUESTION 3

Which two configuration settings change the behavior for content-inspected traffic while FortiGate is in conserve mode?
(Choose two.)

A. IPS failopen

B. mem failopen
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C. AV failopen
D. UTM failopen

Correct Answer: AC

QUESTION 4

Which of the following conditions must be met for a static route to be active in the routing table? (Choose three.)
A. The next-hop IP address is up.

B. There is no other route, to the same destination, with a higher distance.

C. The link health monitor (if configured) is up.

D. The next-hop IP address belongs to one of the outgoing interface subnets.

E. The outgoing interface is up.

Correct Answer: CDE

A configured static route only goes to routing table from routing database when all the following are met : The outgoing
interface is up There is no other matching route with a lower distance The link health monitor (if configured) is
successful The next-hop IP address belongs to one of the outgoing interface subnets

QUESTION 5

View the exhibit, which contains the partial output of a diagnose command, and then answer the question below.

Spoke-2 # dia vpn tunnel list
list all ipsec tunnel in vd 0
name=VPN ver=l1 serial=1l 10.200.5.1:0->10.200.4.1:0
bound if=3 lgwy=static/l tun=intf/0 mode=auto/l encap=none/0
proxyid num=1 child num=0 refcnt=15 1last=10 olast=792 auto-discovery=0
stat: rxp=0 txp=0 rxb=0 txb=0
dpd: mode=on-demand on=1 idle=20000 ms retry=3 count=0 segno=0
natt: mode=none draft=0 interval=0 remote port=0
proxyid=VPN proto=0 sa=l1 ref=2 serial=l
src: 0:10.1.2.0/255.255.0:0
dst: 0:10.1.1.0/255.255,255.0:0
SA: ref=3 options=2e type=00 soft=0 mtu=1438 expire=42403/0B replaywin=2048 seqno=1 esn=0
replaywin lastseqg=00000000
life: type=01 bytes=0/0 timeout=43177/43200
dec: spi=ccclf66d esp—aes key=16 280e5cd6f9bacc65acT71556c464ffbd
ah=shal key=20 c68091d68753578785de6a7a6b276b506c527efe
enc: spi=dfl14200b esp=aes key=16 b02a7e9f5542b6%aff6aa391738ee393
ah=shal key20 889f7529887c215c25950be2ba83e6fela5367be
dec:pkts/bytes=0/0, enc:pkts/bytes=0/0

Based on the output, which of the following statements is correct?
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A. Anti-reply is enabled.

B. DPD is disabled.

C. Quick mode selectors are disabled.
D. Remote gateway IP is 10.200.5.1.

Correct Answer: A
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