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QUESTION 1

A corporate network allows Internet Access to FSSO users only. The FSSO user student does not have Internet access
after successfully logged into the Windows AD network. The output of the `diagnose debug authd fsso list\\' command
does not show student as an active FSSO user. Other FSSO users can access the Internet without problems. What
should the administrator check? (Choose two.) 

A. The user student must not be listed in the CA\\'s ignore user list. 

B. The user student must belong to one or more of the monitored user groups. 

C. The student workstation\\'s IP subnet must be listed in the CA\\'s trusted list. 

D. At least one of the student\\'s user groups must be allowed by a FortiGate firewall policy. 

Correct Answer: AD 

https://kb.fortinet.com/kb/documentLink.do?externalID=FD38828 

 

QUESTION 2

View the following FortiGate configuration. 

All traffic to the Internet currently egresses from port1. The exhibit shows partial session information for Internet traffic

NSE7_EFW-6.4 PDF Dumps | NSE7_EFW-6.4 Practice Test | NSE7_EFW-6.4 Braindumps                               2 / 6

https://www.geekcert.com/nse7_efw-6-4.html
https://www.geekcert.com/nse7_efw-6-4.html
https://www.geekcert.com/nse7_efw-6-4.html


https://www.geekcert.com/nse7_efw-6-4.html
2024 Latest geekcert NSE7_EFW-6.4 PDF and VCE dumps Download

from a user on the internal network: 

If the priority on route ID 1 were changed from 5 to 20, what would happen to traffic matching that user\\'s session? 

A. The session would remain in the session table, and its traffic would still egress from port1. 

B. The session would remain in the session table, but its traffic would now egress from both port1 and port2. 

C. The session would remain in the session table, and its traffic would start to egress from port2. 

D. The session would be deleted, so the client would need to start a new session. 

Correct Answer: A 

http://kb.fortinet.com/kb/documentLink.do?externalID=FD40943 

 

QUESTION 3

Refer to the exhibit, which shows the output of a debug command. 
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Which two statements about the output are true? (Choose two.) 

A. The local FortiGate OSPF router ID is 0.0.0.4. 

B. Port4 is connected to the OSPF backbone area. 

C. In the network connected to port4, two OSPF routers are down. 

D. The local FortiGate is the backup designated router. 

Correct Answer: AB 

Area 0.0.0.0 is the backbone area. 

 

QUESTION 4

Examine the output of the `get router info bgp summary\\' command shown in the exhibit; then answer the question
below. 
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Which statements are true regarding the output in the exhibit? (Choose two.) 

A. BGP state of the peer 10.125.0.60 is Established. 

B. BGP peer 10.200.3.1 has never been down since the BGP counters were cleared. 

C. Local BGP peer has not received an OpenConfirm from 10.200.3.1. 

D. The local BGP peer has received a total of 3 BGP prefixes. 

Correct Answer: AC 

 

QUESTION 5

Examine the output from the \\'diagnose debug authd fsso list\\' command; then answer the question below. 

# diagnose debug authd fsso list --FSSO logons-IP: 192.168.3.1 User: STUDENT Groups: TRAININGAD/ 

USERS Workstation: INTERNAL2. TRAINING. LAB The IP address 192.168.3.1 is NOT the one used by 

the workstation INTERNAL2. TRAINING. 

LAB. 

What should the administrator check? 

A. The IP address recorded in the logon event for the user STUDENT. 

B. The DNS name resolution for the workstation name INTERNAL2. TRAINING. LAB. 

C. The source IP address of the traffic arriving to the FortiGate from the workstation INTERNAL2. TRAINING. LAB. 

D. The reserve DNS lookup forthe IP address 192.168.3.1. 
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Correct Answer: C 
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