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QUESTION 1

View the exhibit, which contains the output of a BGP debug command, and then answer the question below. 

Which of the following statements about the exhibit are true? (Choose two.) 

A. The local router\\'s BGP state is Established with the 10.125.0.60 peer. 

B. Since the counters were last reset; the 10.200.3.1 peer has never been down. 

C. The local router has received a total of three BGP prefixes from all peers. 

D. The local router has not established a TCP session with 100.64.3.1. 

Correct Answer: AD 

 

QUESTION 2

Two independent FortiGate HA clusters are connected to the same broadcast domain. The administrator has reported
that both clusters are using the same HA virtual MAC address. This creates a duplicated MAC address problem in the
network. What HA setting must be changed in one of the HA clusters to fix the problem? 

A. Group ID. 

B. Group name. 

C. Session pickup. 

D. Gratuitous ARPs. 

Correct Answer: A 

https://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-high-availability- 52/HA_failoverVMAC.htm 

 

QUESTION 3

An administrator wants to capture ESP traffic between two FortiGates using the built-in sniffer. If the administrator
knows that there is no NAT device located between both FortiGates, what command should the administrator execute? 
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A. diagnose sniffer packet any `udp port 500\\' 

B. diagnose sniffer packet any `udp port 4500\\' 

C. diagnose sniffer packet any `esp\\' 

D. diagnose sniffer packet any `udp port 500 or udp port 4500\\' 

Correct Answer: C 

Capture IKE Traffic without NAT:diagnose sniffer packet `host and udp port
500\\'--------------------------------------------------------------------------- Capture ESP Traffic without NAT:diagnose sniffer packet
any `host and esp\\'--------------------------------------------------------------------------- Capture IKE and ESP with NAT-
T:diagnose sniffer packet any `host and (udp port 500 or udp port 4500)\\' 

 

QUESTION 4

Refer to the exhibit, which contains partial outputs from two routing debug commands. 

Why is the port2 default route not in the second command\\'s output? 

A. It has a higher priority value than the default route using port1. 

B. It is disabled in the FortiGate configuration. 

C. It has a lower priority value than the default route using port1. 

D. It has a higher distance than the default route using port1. 

Correct Answer: D 

 

QUESTION 5

Which two statements about the Security Fabric are true? (Choose two.) 

A. Only the root FortiGate collects network information and forwards it to FortiAnalyzer. 

B. FortiGate uses FortiTelemetry protocol to communicate with FortiAnalyzer. 
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C. All FortiGate devices in the Security Fabric must have bidirectional FortiTelemetry connectivity. 

D. Branch FortiGate devices must be configured first. 

Correct Answer: BC 

Reference: https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/327890/deploying- security-fabric 
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