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QUESTION 1

View the IPS exit log, and then answer the question below. 

# diagnose test application ipsmonitor 3 ipsengine exit log" 

pid = 93 (cfg), duration = 5605322 (s) at Wed Apr 19 09:57:26 2017 code = 11, reason: manual What is the status of
IPS on this FortiGate? 

A. IPS engine memory consumption has exceeded the model-specific predefined value. 

B. IPS daemon experienced a crash. 

C. There are communication problems between the IPS engine and the management database. 

D. All IPS-related features have been disabled in FortiGate\\'s configuration. 

Correct Answer: D 

The command diagnose test application ipsmonitor includes many options that are useful for troubleshooting
purposes.Option 3 displays the log entries generated every time an IPS engine process stopped. There are various
reasons why these logs are generated:Manual: Because of the configuration, IPS no longer needs to run (that is, all IPS-
releated features have been disabled) 

 

QUESTION 2

An administrator has configured the following CLI script on FortiManager, which failed to apply any changes to the
managed device after being executed. 

Why didn\\'t the script make any changes to the managed device? 

A. Commands that start with the # sign are not executed. 

B. CLI scripts will add objects only if they are referenced by policies. 

C. Incomplete commands are ignored in CLI scripts. 

D. Static routes can only be added using TCL scripts. 
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Correct Answer: A 

https://help.fortinet.com/fmgr/50hlp/56/5-6-2/FortiManager_Admin_Guide/1000_Device%
20Manager/2400_Scripts/1000_Script%20sa mples/0200_CLI%20scripts+.htm#Error_Messages A sequence of
FortiGate CLI commands, as you would type them at the command line. A comment line starts with the number sign (#).
A comment line will not be executed. 

 

QUESTION 3

What is the purpose of an internal segmentation firewall (ISFW)? 

A. It inspects incoming traffic to protect services in the corporate DMZ. 

B. It is the first line of defense at the network perimeter. 

C. It splits the network into multiple security segments to minimize the impact of breaches. 

D. It is an all-in-one security appliance that is placed at remote sites to extend the enterprise network. 

Correct Answer: C 

ISFW splits your network into multiple security segments. They serve as a breach containers from attacks that come
from inside. 

 

QUESTION 4

What is the diagnose test application ipsmonitor 99 command used for? 

A. To enable IPS bypass mode 

B. To provide information regarding IPS sessions 

C. To disable the IPS engine 

D. To restart all IPS engines and monitors 

Correct Answer: D 

 

QUESTION 5

Refer to the exhibit, which shows a FortiGate configuration. 
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An administrator is troubleshooting a web filter issue on FortiGate. The administrator has configured a web filter profile
and applied it to a policy; however, the web filter is not inspecting any traffic that is passing through the policy. 

What must the administrator change to fix the issue? 

A. The administrator must increase webfilter-timeout. 

B. The administrator must disable webfilter-force-off. 

C. The administrator must change protocol to TCP. 

D. The administrator must enable fortiguard-anycast. 

Correct Answer: D 

Reference: https://docs.fortinet.com/document/fortigate/6.4.5/cli-reference/109620/config- systemfortiguard 
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