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QUESTION 1

Refer to the exhibit.

Active Rules » Windows Installed Patches » Router/Switch Image Distribution x

Back Export 11

Device Name Device Type Vendor Device Type Model Device Hardware Model Device Image File Count

SJ-QA-AIO0S-JunOffice  Cisco 10S 1760 gigﬁgﬁiﬁﬁ”wkg‘ 1
s72033-

SJ-Main-Cat6500 Cisco 10S WS-C6509 advipservicesk9_wan- 1

mz. 122-33.5XI1.bin

ph-network-3560_1 Cisco 108 : _48PS. c3560-advipsenicesk9- 4
L mz.122-25 SEE4 bin

An OT administrator ran a report to identify device inventory in an OT network. Based on the report results, which report
was run?

A. A FortiSIEM CMDB report

B. A FortiAnalyzer device report
C. A FortiSIEM incident report
D. A FortiSIEM analytics report

Correct Answer: A

QUESTION 2

An administrator wants to use FortiSoC and SOAR features on a FortiAnalyzer device to detect and block any
unauthorized access to FortiGate devices in an OT network.

Which two statements about FortiSoC and SOAR features on FortiAnalyzer are true? (Choose two.)
A. You must set correct operator in event handler to trigger an event.

B. You can automate SOC tasks through playbooks.

C. Each playbook can include multiple triggers.

D. You cannot use Windows and Linux hosts security events with FortiSoC.

Correct Answer: BC

QUESTION 3
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When device profiling rules are enabled, which devices connected on the network are evaluated by the device profiling
rules?

A. Known trusted devices, each time they change location
B. All connected devices, each time they connect

C. Rogue devices, only when they connect for the first time
D. Rogue devices, each time they connect

Correct Answer: C

QUESTION 4

An OT network administrator is trying to implement active authentication.

Which two methods should the administrator use to achieve this? (Choose two.)
A. Two-factor authentication on FortiAuthenticator

B. Role-based authentication on FortiNAC

C. FSSO authentication on FortiGate

D. Local authentication on FortiGate

Correct Answer:. AB

QUESTION 5

When you create a user or host profile, which three criteria can you use? (Choose three.)
A. Host or user group memberships

B. Administrative group membership

C. An existing access control policy

D. Location

E. Host or user attributes

Correct Answer: ADE
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