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QUESTION 1

You are investigating a series of incidents that occurred in the OT network over past 24 hours in FortiSIEM. 

Which three FortiSIEM options can you use to investigate these incidents? (Choose three.) 

A. Security 

B. IPS 

C. List 

D. Risk 

E. Overview 

Correct Answer: CDE 

 

QUESTION 2

Refer to the exhibit. 
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Which statement about the interfaces shown in the exhibit is true? 

A. port2, port2-vlan10, and port2-vlan1 are part of the software switch interface. 

B. The VLAN ID of port1-vlan1 can be changed to the VLAN ID 10. 

C. port1-vlan10 and port2-vlan10 are part of the same broadcast domain 

D. port1, port1-vlan10, and port1-vlan1 are in different broadcast domains 

Correct Answer: D 

 

QUESTION 3

As an OT administrator, it is important to understand how industrial protocols work in an OT network. Which
communication method is used by the Modbus protocol? 

A. It uses OSI Layer 2 and the primary device sends data based on request from secondary device. 

B. It uses OSI Layer 2 and both the primary/secondary devices always send data during the communication. 

C. It uses OSI Layer 2 and both the primary/secondary devices send data based on a matching token ring. 

D. It uses OSI Layer 2 and the secondary device sends data based on request from primary device. 

Correct Answer: D 

 

QUESTION 4

Refer to the exhibit, which shows a non-protected OT environment. 
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An administrator needs to implement proper protection on the OT network. 

Which three steps should an administrator take to protect the OT network? (Choose three.) 

A. Deploy an edge FortiGate between the internet and an OT network as a one-arm sniffer. 

B. Deploy a FortiGate device within each ICS network. 

C. Configure firewall policies with web filter to protect the different ICS networks. 

D. Configure firewall policies with industrial protocol sensors 

E. Use segmentation 

Correct Answer: ACD 

 

QUESTION 5

Refer to the exhibit and analyze the output. 
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Which statement about the output is true? 

A. This is a sample of a FortiAnalyzer system interface event log. 

B. This is a sample of an SNMP temperature control event log. 

C. This is a sample of a PAM event type. 

D. This is a sample of FortiGate interface statistics. 

Correct Answer: A 
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