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QUESTION 1

Refer to the exhibit. 

Given the configurations on the FortiGate, which statement is true? 

A. FortiGate is configured with forward-domains to reduce unnecessary traffic. 

B. FortiGate is configured with forward-domains to forward only domain controller traffic. 

C. FortiGate is configured with forward-domains to forward only company domain website traffic. 

D. FortiGate is configured with forward-domains to filter and drop non-domain controller traffic. 

Correct Answer: A 

 

QUESTION 2

Refer to the exhibit. 

You are navigating through FortiSIEM in an OT network. 

How do you view information presented in the exhibit and what does the FortiGate device security status tell you? 
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A. In the PCI logging dashboard and there are one or more high-severity security incidents for the FortiGate device. 

B. In the summary dashboard and there are one or more high-severity security incidents for the FortiGate device. 

C. In the widget dashboard and there are one or more high-severity incidents for the FortiGate device. 

D. In the business service dashboard and there are one or more high-severity security incidents for the FortiGate
device. 

Correct Answer: B 

 

QUESTION 3

Refer to the exhibit. 

An OT architect has implemented a Modbus TCP with a simulation server Conpot to identify and control the Modus
traffic in the OT network. The FortiGate-Edge device is configured with a software switch interface ssw-01. 

Based on the topology shown in the exhibit, which two statements about the successful simulation of traffic between
client and server are true? (Choose two.) 

A. The FortiGate-Edge device must be in NAT mode. 

B. NAT is disabled in the FortiGate firewall policy from port3 to ssw-01. 

C. The FortiGate devices is in offline IDS mode. 

D. Port5 is not a member of the software switch. 

Correct Answer: AC 

 

QUESTION 4

An OT administrator has configured FSSO and local firewall authentication. A user who is part of a user group is not
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prompted from credentials during authentication. 

What is a possible reason? 

A. FortiGate determined the user by passive authentication 

B. The user was determined by Security Fabric 

C. Two-factor authentication is not configured with RADIUS authentication method 

D. FortiNAC determined the user by DHCP fingerprint method 

Correct Answer: D 

 

QUESTION 5

Refer to the exhibit and analyze the output. 

Which statement about the output is true? 

A. This is a sample of a FortiAnalyzer system interface event log. 

B. This is a sample of an SNMP temperature control event log. 

C. This is a sample of a PAM event type. 

D. This is a sample of FortiGate interface statistics. 

Correct Answer: A 
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