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QUESTION 1

Which three criteria can a FortiGate device use to look for a matching firewall policy to process traffic? (Choose three.)
A. Services defined in the firewall policy.

B. Source defined as internet services in the firewall policy

C. Lowest to highest policy ID number

D. Destination defined as internet services in the firewall policy

E. Highest to lowest priority defined in the firewall policy

Correct Answer: ABD

QUESTION 2

Refer to the exhibit.

Name = Type IP/Netmask = VLAN ID =
=] M Physical Interface (O

) ® port1 ™ Physical Interface  10.200.1.1/255.255.255.0
.-+ @portl-vian10 & VLAN 10.1.10.1/255.2552550 10
|

-+ @ portl-viani & VLAN 10.200.5.1/255.2552550 1

port10 Physical Interface 10.0.11.1/255.255.255.0

@ Epot2 ® Physical Interface  10.200.2.1/255 255 255.0
-+ @&port2-vian10 & VLAN 10.0.10.1/255.255.2550 10
'+ @port2viani & VLAN 10.05.1/255 2552550 1

Which statement about the interfaces shown in the exhibit is true?
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A. port2, port2-vlan10, and port2-vlanl are part of the software switch interface.
B. The VLAN ID of portl-vlanl can be changed to the VLAN ID 10.

C. portl-vlan10 and port2-vlan10 are part of the same broadcast domain

D. portl, portl-vian10, and portl-vlanl are in different broadcast domains

Correct Answer: D

QUESTION 3

What triggers Layer 2 polling of infrastructure devices connected in the network?
A. A failed Layer 3 poll

B. A matched security policy

C. A matched profiling rule

D. A linkup or linkdown trap

Correct Answer: D

QUESTION 4

Refer to the exhibit.

Active Rules » Windows Installed Patches ® Router/Switch Image Distribution x

Back Export 11

Device Name Device Type Vendor Device Type Model Device Hardware Model Device Image File Count

SJ-QA-A1O0S-JunOffice  Cisco 108 1760 S alesoai
s72033-

SJ-Main-Cat6500 Cisco 108 WS-C6509 advipservicesk9_wan- 1

mz 122-33.SX1.bin

ph-network-3560_1 Cisco 108 : _48PS. c3560-advipservicesk9- 4
WEGR0RSAEReS mz.122-25 SEE4 bin

An OT administrator ran a report to identify device inventory in an OT network. Based on the report results, which report
was run?

A. A FortiSIEM CMDB report
B. A FortiAnalyzer device report

C. A FortiSIEM incident report
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D. A FortiSIEM analytics report

Correct Answer: A

QUESTION 5
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An OT administrator deployed many devices to secure the OT network. However, the SOC team is reporting that there
are too many alerts, and that many of the alerts are false positive. The OT administrator would like to find a solution that
eliminates repetitive tasks, improves efficiency, saves time, and saves resources.

Which products should the administrator deploy to address these issues and automate most of the manual tasks done

by the SOC team?

A. FortiSIEM and FortiManager
B. FortiSandbox and FortiSIEM
C. FortiSOAR and FortiSIEM

D. A syslog server and FortiSIEM

Correct Answer: C
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