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QUESTION 1
An OT administrator deployed many devices to secure the OT network. However, the SOC team is reporting that there
are too many alerts, and that many of the alerts are false positive. The OT administrator would like to find a solution that

eliminates repetitive tasks, improves efficiency, saves time, and saves resources.

Which products should the administrator deploy to address these issues and automate most of the manual tasks done
by the SOC team?

A. FortiSIEM and FortiManager
B. FortiSandbox and FortiSIEM
C. FortiSOAR and FortiSIEM

D. A syslog server and FortiSIEM

Correct Answer: C

QUESTION 2

When device profiling rules are enabled, which devices connected on the network are evaluated by the device profiling
rules?

A. Known trusted devices, each time they change location
B. All connected devices, each time they connect

C. Rogue devices, only when they connect for the first time
D. Rogue devices, each time they connect

Correct Answer: C

QUESTION 3

An administrator wants to use FortiSoC and SOAR features on a FortiAnalyzer device to detect and block any
unauthorized access to FortiGate devices in an OT network.

Which two statements about FortiSoC and SOAR features on FortiAnalyzer are true? (Choose two.)
A. You must set correct operator in event handler to trigger an event.

B. You can automate SOC tasks through playbooks.

C. Each playbook can include multiple triggers.

D. You cannot use Windows and Linux hosts security events with FortiSoC.

Correct Answer: BC
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QUESTION 4

What triggers Layer 2 polling of infrastructure devices connected in the network?
A. A failed Layer 3 poll

B. A matched security policy

C. A matched profiling rule

D. A linkup or linkdown trap

Correct Answer: D

QUESTION 5

In a wireless network integration, how does FortiNAC obtain connecting MAC address information?
A. RADIUS

B. Link traps

C. End station traffic monitoring

D. MAC notification traps

Correct Answer: A
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