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QUESTION 1

What triggers Layer 2 polling of infrastructure devices connected in the network? 

A. A failed Layer 3 poll 

B. A matched security policy 

C. A matched profiling rule 

D. A linkup or linkdown trap 

Correct Answer: D 

 

QUESTION 2

Refer to the exhibit, which shows a non-protected OT environment. 

An administrator needs to implement proper protection on the OT network. 

Which three steps should an administrator take to protect the OT network? (Choose three.) 

A. Deploy an edge FortiGate between the internet and an OT network as a one-arm sniffer. 

B. Deploy a FortiGate device within each ICS network. 

C. Configure firewall policies with web filter to protect the different ICS networks. 
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D. Configure firewall policies with industrial protocol sensors 

E. Use segmentation 

Correct Answer: ACD 

 

QUESTION 3

Refer to the exhibit and analyze the output. 

Which statement about the output is true? 

A. This is a sample of a FortiAnalyzer system interface event log. 

B. This is a sample of an SNMP temperature control event log. 

C. This is a sample of a PAM event type. 

D. This is a sample of FortiGate interface statistics. 

Correct Answer: A 

 

QUESTION 4

When you create a user or host profile, which three criteria can you use? (Choose three.) 

A. Host or user group memberships 

B. Administrative group membership 

C. An existing access control policy 

D. Location 

E. Host or user attributes 

Correct Answer: ADE 

 

QUESTION 5
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An OT network architect must deploy a solution to protect fuel pumps in an industrial remote network. All the fuel pumps
must be closely monitored from the corporate network for any temperature fluctuations. 

How can the OT network architect achieve this goal? 

A. Configure a fuel server on the remote network, and deploy a FortiSIEM with a single pattern temperature security rule
on the corporate network. 

B. Configure a fuel server on the corporate network, and deploy a FortiSIEM with a single pattern temperature
performance rule on the remote network. 

C. Configure a fuel server on the remote network, and deploy a FortiSIEM with a single pattern temperature
performance rule on the corporate network. 

D. Configure both fuel server and FortiSIEM with a single-pattern temperature performance rule on the corporate
network. 

Correct Answer: B 
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