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QUESTION 1

You are investigating a series of incidents that occurred in the OT network over past 24 hours in FortiSIEM. 

Which three FortiSIEM options can you use to investigate these incidents? (Choose three.) 

A. Security 

B. IPS 

C. List 

D. Risk 

E. Overview 

Correct Answer: CDE 

 

QUESTION 2

Refer to the exhibit. 
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Which statement about the interfaces shown in the exhibit is true? 

A. port2, port2-vlan10, and port2-vlan1 are part of the software switch interface. 

B. The VLAN ID of port1-vlan1 can be changed to the VLAN ID 10. 

C. port1-vlan10 and port2-vlan10 are part of the same broadcast domain 

D. port1, port1-vlan10, and port1-vlan1 are in different broadcast domains 

Correct Answer: D 

 

QUESTION 3

An OT administrator is defining an incident notification policy using FortiSIEM and would like to configure the system
with a notification policy. If an incident occurs, the administrator would like to be able to intervene and block an IP
address or disable a user in Active Directory from FortiSIEM. 

Which step must the administrator take to achieve this task? 

A. Configure a fabric connector with a notification policy on FortiSIEM to connect with FortiGate. 

B. Create a notification policy and define a script/remediation on FortiSIEM. 

C. Define a script/remediation on FortiManager and enable a notification rule on FortiSIEM. 

D. Deploy a mitigation script on Active Directory and create a notification policy on FortiSIEM. 

Correct Answer: C 

 

QUESTION 4

An OT network architect needs to secure control area zones with a single network access policy to provision devices to
any number of different networks. 

On which device can this be accomplished? 

A. FortiGate 

B. FortiEDR 

C. FortiSwitch 

D. FortiNAC 

Correct Answer: D 

 

QUESTION 5

An OT architect has deployed a Layer 2 switch in the OT network at Level 1 the Purdue model-process control. The
purpose of the Layer 2 switch is to segment traffic between PLC1 and PLC2 with two VLANs. All the traffic between
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PLC1 and PLC2 must first flow through the Layer 2 switch and then through the FortiGate device in the Level 2
supervisory control network. 

What statement about the traffic between PLC1 and PLC2 is true? 

A. The Layer 2 switch rewrites VLAN tags before sending traffic to the FortiGate device. 

B. The Layer 2 switches routes any traffic to the FortiGate device through an Ethernet link. 

C. PLC1 and PLC2 traffic must flow through the Layer-2 switch trunk link to the FortiGate device. 

D. In order to communicate, PLC1 must be in the same VLAN as PLC2. 

Correct Answer: C 
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