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QUESTION 1

An OT network architect must deploy a solution to protect fuel pumps in an industrial remote network. All the fuel pumps
must be closely monitored from the corporate network for any temperature fluctuations.

How can the OT network architect achieve this goal?

A. Configure a fuel server on the remote network, and deploy a FortiSIEM with a single pattern temperature security rule
on the corporate network.

B. Configure a fuel server on the corporate network, and deploy a FortiSIEM with a single pattern temperature
performance rule on the remote network.

C. Configure a fuel server on the remote network, and deploy a FortiSIEM with a single pattern temperature
performance rule on the corporate network.

D. Configure both fuel server and FortiSIEM with a single-pattern temperature performance rule on the corporate
network.

Correct Answer: B

QUESTION 2

Refer to the exhibit.
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Firewall

VLAN 1

-
o PLCE

In the topology shown in the exhibit, both PLCs can communicate directly with each other, without going through the
firewall.

Which statement about the topology is true?

A. PLCs use IEEE802.1Q protocol to communicate each other.

B. An administrator can create firewall policies in the switch to secure between PLCs.
C. This integration solution expands VLAN capabilities from Layer 2 to Layer 3.

D. There is no micro-segmentation in this topology.

Correct Answer: D

QUESTION 3
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Refer to the exhibit.

Heleolol

- 1 () O @ | L O D

Based on the topology designed by the OT architect, which two statements about implementing OT security are true?
(Choose two.)

A. Firewall policies should be configured on FortiGate-3 and FortiGate-4 with industrial protocol sensors.

B. Micro-segmentation can be achieved only by replacing FortiGate-3 and FortiGate-4 with a pair of FortiSwitch
devices.

C. IT and OT networks are separated by segmentation.
D. FortiGate-3 and FortiGate-4 devices must be in a transparent mode.

Correct Answer: CD

QUESTION 4
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An OT supervisor needs to protect their network by implementing security with an industrial signature database on the
FortiGate device.

Which statement about the industrial signature database on FortiGate is true?

A. A supervisor must purchase an industrial signature database and import it to the FortiGate.
B. An administrator must create their own database using custom signatures.

C. By default, the industrial database is enabled.

D. A supervisor can enable it through the FortiGate CLI.

Correct Answer: D

QUESTION 5

An OT network architect needs to secure control area zones with a single network access policy to provision devices to
any number of different networks.

On which device can this be accomplished?
A. FortiGate

B. FortiEDR

C. FortiSwitch

D. FortiNAC

Correct Answer: D
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