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QUESTION 1

An Amazon Web Services (AWS) auto-scale FortiGate cluster has just experienced a scale-down event, terminating a
FortiGate in availability zone C. 

What action will the worker node automatically perform to restore access to the black-holed subnet? 

A. The worker node applies a route table from a non-black-holed subnet to the black-holed subnet. 

B. The worker node moves the virtual IP of the terminated FortiGate to a running FortiGate on the worker node\\'s
private subnet interface. 

C. The worker node modifies the route table applied to the black-holed subnet changing its default route to point to a
running FortiGate on the worker node\\'s private subnet interface. 

D. The worker node migrates the subnet to a different availability zone. 

Correct Answer: D 

 

QUESTION 2

You have been tasked with deploying FortiGate VMs in a highly available topology on the Amazon Web 

Services (AWS) cloud. The requirements for your deployment are as follows: 

You must deploy two FortiGate VMs in a single virtual private cloud (VPC), with an external elastic load 

balancer which will distribute ingress traffic from the internet to both FortiGate VMs in an active-active 

topology. 

Each FortiGate VM must have two elastic network interfaces: one will connect to a public subnet and other 

will connect to a private subnet. 

To maintain high availability, you must deploy the FortiGate VMs in two different availability zones. 

How many public and private subnets will you need to configure within the VPC? 

A. One public subnet and two private subnets 

B. Two public subnets and one private subnet 

C. Two public subnets and two private subnets 

D. One public subnet and one private subnet 

Correct Answer: A 
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QUESTION 3

You have previously deployed an Amazon Web Services (AWS) transit virtual private cloud (VPC) with a pair of
FortiGate firewalls (VM04 / c4.xlarge) as your security perimeter. You are beginning to see high CPU usage on the
FortiGate instances. 

Which action will fix this issue? 

A. Convert the c4.xlarge instances to m4.xlarge instances. 

B. Migrate the transit VPNs to new and larger instances (VM08 / c4.2xlarge). 

C. Convert from IPsec tunnels to generic routing encapsulation (GRE) tunnels, for the VPC peering connections. 

D. Convert the transit VPC firewalls into an auto-scaling group and launch additional EC2 instances in that group. 

Correct Answer: D 

 

QUESTION 4

Your company deploys FortiGate VM devices in high availability (HA) (active-active) mode with Microsoft Azure load
balancers using the Microsoft Azure ARM template. Your senior administrator instructs you to connect to one of the
FortiGate devices and configure the necessary firewall rules. However, you are not sure now to obtain the correct public
IP address of the deployed FortiGate VM and identify the access ports. 

How do you obtain the public IP address of the FortiGate VM and identify the correct ports to access the device? 

A. In the configured load balancer, access the inbound NAT rules section. 

B. In the configured load balancer, access the backend pools section. 

C. In the configured load balancer, access the inbound and outbound NAT rules section. 

D. In the configured load balancer, access the health probes section. 

Correct Answer: C 

Reference: https://www.fortinet.com/content/dam/fortinet/assets/deployment-guides/dg-fortigate-highavailability-
azure.pdf 

 

QUESTION 5
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Refer to the exhibit. Your senior administrator successfully configured a FortiGate fabric connector with the Azure
resource manager, and created a dynamic address object on the FortiGate VM to connect with a windows server in
Microsoft Azure. However, there is now an error on the dynamic address object, and you must resolve the issue. 

How do you resolve this issue? 

A. Run diagnose debug application azd -l on FortiGate. 

B. In the Microsoft Azure portal, set the correct tag values for the windows server. 

C. In the Microsoft Azure portal, access the windows server, obtain the private IP address, and assign the IP address
under the FortiGate-VM AzureLab address object. 

D. Delete the address object and recreate a new address object with the type set to FQDN. 

Correct Answer: C 
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