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QUESTION 1

Refer to the exhibits. 

Examine the firewall policy configuration and SSID settings. 
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An administrator has configured a guest wireless network on FortiGate using the external captive portal. The
administrator has verified that the external captive portal URL is correct. However, wireless users are not able to see the
captive portal login page. 

Given the configuration shown in the exhibit and the SSID settings, which configuration change should the administrator
make to fix the problem? 

A. Enable the captive-portal-exemptoption in the firewall policy with the ID 11. 

B. Apply a guest.portal user group in the firewall policy with the ID 11. 

C. Disable the user group from the SSID configuration. 

D. Include the wireless client subnet range in the Exempt Source section. 

Correct Answer: C 

 

 

QUESTION 2

Which two EAP methods can use MSCHAPV2 for client authentication? (Choose two.) 

A. PEAP 

B. EAP-TTLS 

C. EAP-TLS 

D. EAP-GTC 

Correct Answer: AC 

Reference: https://help.fortinet.com/fauth/3-3/Content/FortiAuthenticator%203_3%20Admin%
20Guide/500/501_EAP.htm 
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QUESTION 3

Refer to the exhibit. 

Examine the configuration of the FortiSwitch security policy profile. 

If the security profile shown in the exhibit is assigned on the FortiSwitch port for 802.1X.port authentication, which
statement is correct? 

A. Host machines that do support 802.1X authentication, but have failed authentication, will be assigned the guest
VLAN. 

B. All unauthenticated users will be assigned the auth-fail VLAN. 

C. Authenticated users that are part of the wired-users group will be assigned the guest VLAN. 

D. Host machines that do not support 802.1X authentication will be assigned the guest VLAN. 

Correct Answer: C 

 

 

QUESTION 4

Refer to the exhibit. 

The exhibit shows two FortiGate devices in active-passive HA mode, including four FortiSwitch devices 

connected to a ring. 
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Which two configurations are required to deploy this network topology? (Choose two.) 

A. Configure link aggregation interfaces on the FortiLink interfaces. 

B. Configure the trunk interfaces on the FortiSwitch devices as MCLAG-ISL. 

C. Enable fortilink-split-interfaceon the FortiLink interfaces. 

D. Enable STP on the FortiGate interfaces. 

Correct Answer: CD 

Reference: https://www.fortinetguru.com/2019/07/fortilink-configuration-using-the-fortigate-gui/ 

 

QUESTION 5

Refer to the exhibit. 
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In the WTP profile configuration shown in the exhibit, the AP profile is assigned to two FAP-320 APs that are installed in
an open plan office. 

1. 

The first AP has 32 clients associated to the 5GHz radios and 22 clients associated to the 2.4GHz 

radio. 

2. 

The second AP has 12 clients associated to the 5GHz radios and 20 clients associated to the 2.4GHz radio. 

A dual band-capable client enters the office near the first AP and the first AP measures the new client at ?33 dBm signal
strength. The second AP measures the new client at ?43 dBm signal strength. 

In the new client attempts to connect to the corporate wireless network, to which AP radio will the client be associated? 
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A. The second AP 5GHz interface. 

B. The first AP 2.4GHz interface. 

C. The first AP 5GHz interface. 

D. The second AP 2.4GHz interface. 

Correct Answer: A 
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