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QUESTION 1

Refer to the exhibit. 

Examine the partial debug output shown in the exhibit. 

Which two statements about the debug output are true? (Choose two.) 

A. The connection to the LDAP server timed out. 

B. The user authenticated successfully. 

C. The LDAP server is configured to use regular bind. 

D. The debug output shows multiple user authentications. 

Correct Answer: BC 
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QUESTION 2

Refer to the exhibits. 

Examine the firewall policy configuration and SSID settings. 
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An administrator has configured a guest wireless network on FortiGate using the external captive portal. The
administrator has verified that the external captive portal URL is correct. However, wireless users are not able to see the
captive portal login page. 

Given the configuration shown in the exhibit and the SSID settings, which configuration change should the administrator
make to fix the problem? 

A. Enable the captive-portal-exemptoption in the firewall policy with the ID 11. 

B. Apply a guest.portal user group in the firewall policy with the ID 11. 

C. Disable the user group from the SSID configuration. 

D. Include the wireless client subnet range in the Exempt Source section. 

Correct Answer: C 

 

 

QUESTION 3

An administrator is deploying APs that are connecting over an IPsec network. All APs have been configured to connect
to FortiGate manually. FortiGate can discover the APs and authorize them. However, FortiGate is unable to establish
CAPWAP tunnels to manage the APs. 

Which configuration setting can the administrator perform to resolve the problem? 

A. Decrease the CAPWAP tunnel MTU size for APs to prevent fragmentation. 

B. Enable CAPWAP administrative access on the IPsec interface. 

C. Upgrade the FortiAP firmware image to ensure compatibility with the FortiOS version. 

D. Assign a custom AP profile for the remote APs with the set mpls-connectionoption enabled. 

Correct Answer: B 
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QUESTION 4

Refer to the exhibit. 

Examine the network topology shown in the exhibit. 

Which port should have root guard enabled? 

A. FortiSwitch A, port2 

B. FortiSwitch A, port1 

C. FortiSwitch B, port1 

D. FortiSwitch B, port2 

Correct Answer: A 

Reference: https://docs.fortinet.com/document/fortiswitch/6.4.2/administration-guide/364614/spanningtree-protocol 

 

QUESTION 5
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Examine the following output from the FortiLink real-time debug. 

Based on the output, what is the status of the communication between FortiGate and FortiSwitch? 

A. FortiGate is unable to authorize the FortiSwitch. 

B. FortiGate is unable to establish FortiLink tunnel to manage the FortiSwitch. 

C. FortiGate is unable to located a previously managed FortiSwitch. 

D. The FortiLink heartbeat is up. 

Correct Answer: D 
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