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QUESTION 1

Refer to the exhibit showing certificate values. 

Wireless guest users are unable to authenticate because they are getting a certificate error while loading the captive
portal login page. This URL string is the HTTPS POST URL guest wireless users see when attempting to access the
network using the web browser: 

https://fac.trainingad.training.com/guests/login/?loginandpost=https://auth.trainingad.training.1ab:1003/fgtauthandmagic
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=000a038293d1f411andusermac=b8:27:eb:d8:50:02andapmac=70:4c:a5:9d:0d:28andapip=10.10.100.2anduserip=10.0
.3.1andssid=Guest03andapname=PS221ETF18000148andbssid=70:4c:a5:9d:0d:30 

Which two settings are the likely causes of the issue? (Choose two.) 

A. The external server FQDN is incorrect. 

B. The FortiGate authentication interface address is using HTTPS. 

C. The wireless user\\'s browser is missing a CA certificate. 

D. The user address is not in DDNS form. 

Correct Answer: AC 

 

 

QUESTION 2

An administrator is deploying APs that are connecting over an IPsec network. All APs have been configured to connect
to FortiGate manually. FortiGate can discover the APs and authorize them. However, FortiGate is unable to establish
CAPWAP tunnels to manage the APs. 

Which configuration setting can the administrator perform to resolve the problem? 

A. Decrease the CAPWAP tunnel MTU size for APs to prevent fragmentation. 

B. Enable CAPWAP administrative access on the IPsec interface. 

C. Upgrade the FortiAP firmware image to ensure compatibility with the FortiOS version. 

D. Assign a custom AP profile for the remote APs with the set mpls-connectionoption enabled. 

Correct Answer: B 

 

 

QUESTION 3

What does DHCP snooping MAC verification do? 

A. Drops DHCP release packets on untrusted ports 

B. Drops DHCP packets with no relay agent information (option 82) on untrusted ports 

C. Drops DHCP offer packets on untrusted ports 

D. Drops DHCP packets on untrusted ports when the client hardware address does not match the source MAC address 

Correct Answer: D 

Reference: https://docs.fortinet.com/document/fortiswitch/6.4.2/administration-guide/335964/dhcpsnooping (note) 
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QUESTION 4

A FortiGate has the following LDAP configuration. 

On the Windows LDAP server 10.0.1.10, the administrator used dsquery, which returned the following output: 

>dsquery user -samid admin*

"CN=Administrator,CN=Users,DC=trainingAD,DC=training,DC=lab" 

According to the output, which FortiGate LDAP setting is configured incorrectly? 

A. dn 

B. sAMAccountName 

C. username 

D. cnid 

Correct Answer: B 

 

 

QUESTION 5

An administrator has deployed dual band-capable wireless APs in a wireless network. Multiple 2.4 GHz wireless clients
are connecting to the network, and subsequent monitoring shows that individual AP 

2.4GHz interfaces are being overloaded with wireless connections. Which configuration change would best resolve the
overloading issue? 

A. Configure load balancing AP handoff on both the AP interfaces on all APs. 

B. Configure load balancing AP handoff on only the 2.4GHz interfaces of all Aps. 

C. Configure load balancing frequency handoff on both the AP interfaces. 

D. Configure a client limit on the all AP 2.4GHz interfaces. 

Correct Answer: C 
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