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QUESTION 1

Refer to the exhibit.

config system virtual-wan-link

set status enable

set load-balance-mode source-ip-based

config members

edit 1

set interface “portl”
set gateway 100.64.1.254
set source 100.64.1.1
set cost 15

set interface “port2”
set gateway 100.64.2.254
set priority 10

Based on output shown in the exhibit, which two commands can be used by SD-WAN rules? (Choose two.)
A. set cost 15.

B. set source 100.64.1.1.

C. set priority 10.

D. set load-balance-mode source-ip-based.

Correct Answer: CD

QUESTION 2

Refer to the exhibit.
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config vpn ipsec phasel-interface

edit “EIRST VPN"
set type dynamic
set interface “portl”
set peertype any
set proposal aesl28-sha256 aes256-sha38
set dhgrp 14 15 19
set xauthtype auto
set authusrgrp “first-group”
set psksecret fortinetl

next

edit “SECOND VEN”
set type dynamic
set interface “portl”
set peertype any
set proposal aesl28-sha256 aes256-sha38
set dhgrp 14 15 19
set xauthtype auto
set authusrgrp “second-group”
set psksecret fortinet2

next

edit

FortiGate has multiple dial-up VPN interfaces incoming on portl that match only FIRST_VPN.

Which two configuration changes must be made to both IPsec VPN interfaces to allow incoming connections to match
all possible IPsec dial-up interfaces? (Choose two.)

A. Specify a unique peer ID for each dial-up VPN interface.
B. Use different proposals are used between the interfaces.
C. Configure the IKE mode to be aggressive mode.

D. Use unique Diffie Hellman groups on each VPN interface.
Correct Answer: AC

SD-WAN 6.4.5 Study Guide. pg 182
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QUESTION 3

Refer to the exhibit.

FortiGate # diagnose firewall proute 1i
list route policy info(vf-root):

id=l dscp tag=0xff 0xff flags
:0 11f=0
35 oif=3 (portl)
a.T_lel:l 0.0.0.0/0.0.0.0
Flljuald(l]. E

id=0x7£090001 vwl service=l (Google
Oxff flags=0x0

tos=0x00 tos mask=0x00 protocol=0
(portl)

oif=4 (port2)

sourcef{l): 0.0.0.0-

destination ﬁlliualdﬂl)

internet servics(l): Vimeo(425483
hit count=0 last used=2020-10-16

id=0x7£080003 vwl service=3(all rules) wvwl mbr seg=1 dscp tag=0xff Oxff
flags=0x0
=0x00 tos mask=0x00 protocol=0 sport=0:65535 iif=0 dport=1-65535 oif=3

socurce{l): 0.0
destination(l):
hit co

Based on the output, which two conclusions are true? (Choose two.)
A. The all_rules rule represents the implicit SD-WAN rule.

B. There is more than one SD-WAN rule configured.

C. Entry 1 (id=1) is a regular policy route.

D. The SD-WAN rules takes precedence over regular policy routes.

Correct Answer: BC

QUESTION 4

Refer to exhibits.
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Exnioiea  |Exhibit S

Edit Policy ‘
Name @ Internet Access I
Incoming interface | [ port3 v
Outgoing interface _"u;irtual-wan link v |
Source = all X
+
Destination = all x
+
Schedule Co always w
Service &) ALL X

+
Action VY=l (/) DENY |
Inspection Mode Proxy-based |

Firewall / Network Options ‘
NAT @)

IP Pool Configuration Use Outgoing Interface Address ‘Use D?namic.‘

Preserve Source Port (

Protocol Options [ default v ‘
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Edit Traffic Shaping Policy

Name | inbound_outbound_shaper
Status (1 R=GEIE N @ Disabled
Comments | Write a comment... B
If Traffic Matches:
Source = all X
+
Destination = all X |
+
Schedule (B
Service (2] ALL X
+
Application € 3
URL Category | Streaming Media and Download  x
+
Then:
Action Apply Shaper ;ﬁssign Shaping Class ID
Outgoing interface ‘ virtual-wan link x
+
Shared shaper @) | guarantee-1 Dm_hps "’l

Exhibit A shows the firewall policy and exhibit B shows the traffic shaping policy.

The traffic shaping policy is being applied to all outbound traffic; however, inbound traffic is not being evaluated by the
shaping policy.

Based on the exhibits, what configuration change must be made in which policy so that traffic shaping can be applied to
inbound traffic?
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A. Create a new firewall policy, and the select the SD-WAN zone as Incoming Interface.

B. In the traffic shaping policy, select Assign Shaping Class ID as Action.

C. In the firewall policy, select Proxy-based as Inspection Mode.

D. In the traffic shaping policy, enable Reverse shaper, and then select the traffic shaper to use.

Correct Answer: D

QUESTION 5

Refer to the exhibits.

Link Status

Check interval 500 ms
Failures beforeinactive @ 3

Restore link after © 2 | check(s)
Actions when Inactive

Update static route © @

Interfaces < Gateway = Cost =
=] & virtual-wan-link |
® M port2 100.64.2.254 0
L-e M port1 100.64.1.254 0
Destination = Gateway IP = Interface = Status =
0.0.0.0/0 & SD-WAN & Enabled
10.0.20.0/23 100.64.1.254 M portl & Enabled
192.168.20.0/24 100.64.2.254 ™ port2 @ Enabled
172.20.0.0/16 100.64.2.254 M port2 & Enabled

Exhibit A shows the SD-WAN performance SLA and exhibit B shows the SD-WAN member and the static routes
configuration. If port2 is detected dead by FortiGate, which expected behavior is correct?

NSE7_SDW-6.4 PDF Dumps | NSE7_SDW-6.4 VCE Dumps | NSE7_SDW-6.4 Practice Test 7/8


https://www.geekcert.com/nse7_sdw-6-4.html
https://www.geekcert.com/nse7_sdw-6-4.html
https://www.geekcert.com/nse7_sdw-6-4.html

VCE & PDF https://lwww.geekcert.com/nse7_sdw-6-4.html
' 2024 Latest geekcert NSE7_SDW-6.4 PDF and VCE dumps Download

GeekCert.com

A. Port2 becomes alive after one successful probe is detected.

B. The SD-WAN interface becomes disabled and portl becomes the WAN interface.
C. Dead members require manual administrator access to bring them back alive.

D. Subnets 10.0.20.0/23 and 172.20.0.0/16 are reachable only through port1.

Correct Answer: D
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