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QUESTION 1

What are two reasons why it is effective to implement the internet service database (ISDB) in an SD-WAN rule?
(Choose two )

A. The ISDB is dynamically updated and reduces administrative overhead.

B. The ISDB applies rules to traffic from specific sources, based on application type.

C. The ISDB requires application control to maintain signatures and perform load-balancing.
D. The ISDB contains the IP addresses and port ranges of well-known destinations.

Correct Answer: AD

QUESTION 2

Refer to the exhibit.

Which two statements about the debug output are true? (Choose two)

A. The debug output shows per-IP shaper values and real-time readings.
B. FortiGate provides statistics and reading based on historical traffic logs.
C. Traffic being controlled by the traffic shaper is under 100 KB/s.

D. This traffic shaper drops traffic that exceeds the set limits.

Correct Answer: CD

QUESTION 3

Refer to the exhibit.
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config vpn ipsec phasel-interface
edit Hub
add-route enable
net=-device disable

tunnel-search nexthop

diagnose vpn tunnel list
1p tunnel by nam
name=Hu r=1 serial=l )0.64.1.1:0->0.0.0.0:0 mtu=0
bound if=3 lgwy=static/1 tun=intf/0 mode=dialup/2 encap=none/512 options|(
hop frag-rfc accept

vid num=0 child num=2

dpd: modé
natt: mo«
run tally

Which two statements about the IPsec VPN configuration and the status of the IPsec VPN tunnel are true? (Choose
two.)

A. FortiGate creates separate virtual interfaces for each dial-up client.

B. FortiGate creates a single IPsec virtual interface that is shared by all clients.

C. FortiGate maps the remote gateway 100.64.3.1 to tunnel index interface 1.

D. FortiGate does not install IPsec static routes for remote protected networks in the routing table.

Correct Answer: BC

If net-device is disabled, FortiGate creates a single IPSEC virtual interface that is shared by all IPSEC clients

connecting to the same dialup VPN. In this case, the tunnel-search setting determines how FortiGate learns the network
behind each remote client.

QUESTION 4

Refer to the exhibit.
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config vpn ipsec ph —interface
edit Hub
set add-route enable
set net—device disable
set tunnel-search nexthop
next
end

diagnose vpn tunnel list name Hub
list ipsec tunnel by names 1n vd O

name=Hub ver=1 jal=1 100.64.1.1:0->0.0.0.0:0 dst mtu=0 .

bound if=3 lgwy=static/1 tun—intf/0 mode=dialup/2 encap=none/512 options[0200]=search-
nexthop frag-rfc accept_traffic=1 :

proxyid num=0 child num=2 refent=20 ilast=176 olast=176 ad=/0

stat: rxp=22 txp—18 rxb=2992 txb=1752

dpd: mode=on-idle on=0 idle=20000ms retry=3 ccunt=0 seqno=0

natt: mode—none draft=0 interval=0 remote port=0

run tally=2
iva route tree:
100.64.3.1 1
100.64.5.1 0
372.16.1.2 1
172:16:.1:3 O

Which two statements about the status of the VPN tunnel are true?
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