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QUESTION 1

Which two protocols in the IPsec suite are most used for authentication and encryption? (Choose two) 

A. Secure Shell (SSH) 

B. Encapsulating Security Payload (ESP) 

C. Internet Key Exchange (IKE) 

D. Transport Layer Security (TLS) 

E. Security Association (SA) 

Correct Answer: BC 

 

QUESTION 2

Refer to exhibits. Exhibit A. 

Exhibit B. 
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Exhibit A shows the SD-WAN performance SLA and exhibit B shows the SO-WAN interface and the static routes
configuration. Port1 and port2 are member interfaces of the SD-WAN, and port2 becomes a dead member after
reaching the failure thresholds Which statement about the dead member is correct? 

A. Subnets 100 .64.1.0/23 and 172 . 20 . 0. 0/16 are reachable only through port1 

B. SD-WAN interface becomes disabled and port1 becomes the WAN interface 

C. Dead members require manual administrator access to bring them back alive 

D. Port2 might become alive when a single response is received from an SLA server 

Correct Answer: A 

 

QUESTION 3

Refer to exhibits. 

Exhibit A. 
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Exhibit B. 
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Exhibit A shows the traffic shaping policy and exhibit B show: the firewall policy 

FortiGate is not performing traffic shaping as expected basi on the policies shown in the exhibits. 

To correct this traffic shaping issue on FortiGate, what configuration change must be made on which policy? 

A. The shaper mode must be applied per-IP shaper on the traffic shaping policy 
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B. The application control profile must be enabled on the firewall policy. 

C. The web filter profile must be enabled on the firewall policy 

D. The URL category must be specified on the traffic shaping policy 

Correct Answer: C 

SD-WAN_6.4_Study_Guide page 131 

 

QUESTION 4

Refer to the exhibit. 

Which statement about the command route-tag in the SD-WAN rule is true? 

A. It enables the SD-WAN rule to load balance and assign traffic with a route tag 

B. It tags each route and references the tag in the routing table. 

C. It uses route tags for a BGP community and assigns the SD-WAN rules with same tag. 

D. It ensures route tags match the SD-WAN rule based on the rule order 

Correct Answer: C 

 

QUESTION 5

Which two statements reflect the benefits of implementing the ADVPN solution to replace conventional VPN topologies?
(Choose two ) 

A. It creates redundant tunnels between hub-and-spokes, in case failure takes place on the primary links. 

B. It dynamically assigns cost and weight between the hub and the spokes, based on the physical distance. 

C. It ensures that spoke-to-spoke traffic no longer needs to flow through the tunnels through the hub. 
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D. It provides direct connectivity between all sites by creating on-demand tunnels between spokes. 

Correct Answer: CD 
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