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QUESTION 1

Refer to the exhibit.

FortiGate # diagnose firewall proute list
list route policy info(vf-root):

id=l dbrn tag=0xff Oxff flags=0x0 tos=0x00 tos mask=0x00 protocol=0 sport=

oif=3 (portl)
ard{(i1): 0.0.0.0/0.0.0.0
destinatian wildcard(1l): 100.64.1.0/255.
hit count=4 last used=2020-10-16 07: 49.1D

id=0x7£090001 vwl service=l (Google.ICMP),
Oxff flags=0x0

tos=0x00 tos mask=0x00 proto

(portl)

o1f=4 {pDrtE]

source (

destinat

internet

hit count=0

id=0x7£080003 vwl service=3(all rules) wvwl mbr seg=1 dscp tag=0xff Oxff
flag =0=0
)x00 tos mask=0x00 protocol=0 sport=0:65535 iif=0 dport=1-65535 ocif=3
tp rtl)
source{li): 0.0.0.
destinatian{lj.
hit count=0 last used=2

Based on the output, which two conclusions are true? (Choose two.)
A. The all_rules rule represents the implicit SD-WAN rule.

B. There is more than one SD-WAN rule configured.

C. Entry 1 (id=1) is a regular policy route.

D. The SD-WAN rules takes precedence over regular policy routes.

Correct Answer: BC

QUESTION 2
What are two roles that SD-WAN orchestrator plays when it works with FortiManager? (Choose two )
A. It configures and monitors SD-WAN networks on FortiGate devices that are managed by FortiManager.

B. It acts as a standalone device to assist FortiManager to manage SD-WAN interfaces on the managed FortiGate
devices.
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C. It acts as a hub FortiGate with an SD-WAN interface enabled and managed along with other FortiGate devices by
FortiManager.

D. It acts as an application that is released and signed by Fortinet to run as a part of management extensions on
FortiManager.

Correct Answer: AD

SD-WAN 6.4 Guide Page 158. https://docs2.fortinet.com/document/fortimanager/6.4.0/sd-wan-
orchestrator-6-4-0-administration-guide/91581/introduction

QUESTION 3

Refer to exhibits.

Exhibit A.
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Exhibit B.
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Exhibit A shows the traffic shaping policy and exhibit B show: the firewall policy
FortiGate is not performing traffic shaping as expected basi on the policies shown in the exhibits.
To correct this traffic shaping issue on FortiGate, what configuration change must be made on which policy?

A. The shaper mode must be applied per-IP shaper on the traffic shaping policy
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B. The application control profile must be enabled on the firewall policy.
C. The web filter profile must be enabled on the firewall policy

D. The URL category must be specified on the traffic shaping policy
Correct Answer: C

SD-WAN_6.4_Study_Guide page 131

QUESTION 4

Refer to the exhibit.

FortiGate # diagnose firewall shaper per-ip-shaper list
name FTP 5M
maximum-bandwidth 625 KB/sec
maximum-concurrent-session 5
tos ff/ff
-.ir'f..l!‘.lf.ll.ﬁ—!-.i 65
»s dropped 81040
10.1.0.1 status: bps=0 ses=]

status: bps=0 ses=1
addr=10.1.10.1 status: bps=1656 ses=3

Which are two expected behaviors of the traffic that matches the traffic shaper? (Choose two.)

A. The traffic shaper limits the bandwidth of each source IP address to a maximum of 625 KB/sec.

B. The number of simultaneous connections among all source IP addresses can exceed 5 connections.

C. The number of simultaneous connections allowed for each source IP address can exceed 5 connections.
D. The traffic shaper limits the combined bandwidth of all connections to a maximum of 5 MB/sec.

Correct Answer: AB

QUESTION 5

Which components make up the secure SD-WAN solution?
A. Application, antivirus, and URL, and SSL inspection

B. Datacenter, branch offices, and public cloud

C. FortiGate, FortiManager, FortiAnalyzer, and FortiDeploy
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D. Telephone, ISDN, and telecom network.

Correct Answer: C
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