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QUESTION 1

What would best describe the SD-WAN traffic shaping mode that bases itself on a percentage of available bandwidth?
A. Per-IP shaping mode

B. Reverse policy shaping mode

C. Interface-based shaping mode

D. Shared policy shaping mode

Correct Answer: C

SD-WAN 6.4.5 Study Guide. pg 124

QUESTION 2

Which two protocols in the IPsec suite are most used for authentication and encryption? (Choose two.)
A. Encapsulating Security Payload (ESP)

B. Secure Shell (SSH)

C. Internet Key Exchange (IKE)

D. Security Association (SA)

Correct Answer: AC

QUESTION 3

What are two reasons for using FortiManager to organize and manage the network for a group of FortiGate devices?
(Choose two)

A. It simplifies the deployment and administration of SD-WAN on managed FortiGate devices.
B. It improves SD-WAN performance on the managed FortiGate devices.

C. It sends probe signals as health checks to the beacon servers on behalf of FortiGate.

D. It acts as a policy compliance entity to review all managed FortiGate devices.

E. It reduces WAN usage on FortiGate devices by acting as a local FortiGuard server.

Correct Answer: AE

QUESTION 4
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Refer to the exhibit, which shows the IPsec phase 1 configuration of a spoke.

config vpn ipsec phasel-interface
edit "T INET O O"
set interface "portl”
set ike-version 2
set keylife 28800
set peertype any
set net-device disable
set proposal aesl28-sha256 aes256-sha256 aesl28gcm-prfsha25€ aes256gcm-prfsha3sd
chacha20polyl305-prfsha2sSé
set comments " [created by FMG VPN Manager]"
set idle-timeout enable
set idle-timeoutinterval S
set auto-discovery-receiver enable
set remote-gw 100.64.1.1
set psksecret ENC
6D5rVsaK1lMeAyVYt1z95BS524Psew76lwY023hnFVviwbodeItSc51tCa+iNYhujT8gycfD4+WuszpmuIvErRzrVh
7DFkHaW2auAAprQO0dHUfaCzjOhME TmPw+8he2xB7EdbSku/nZEHbOCKLkKKYJc/pSI9IMweV212UgFj vIpXNxHXpH
LReOFShoHO1SPFRzS5IYCVA==
next

end

What must you configure on the IPsec phase 1 configuration for ADVPN to work with SD- WAN?
A. You must set ike-version to 1.

B. You must enable net-device.

C. You must enable auto-discovery-sender.

D. You must disable idle-timeout.

Correct Answer: B

QUESTION 5

Why is it effective to use SD WAN rules when configuring application control?

A. Because traffic can be load balanced based on application type

B. Because SD-WAIM rules are independent from firewall policies to avoid controlling applications
C. Because you must use certificate full inspection on the firewall policy

D. Because the application database is manually maintained by administrators

Correct Answer: A

You can configure rules to steer traffic based on the application detected by Fortigate. This is know as application
steering or application-aware routing
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