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QUESTION 1

You are asked to design a secure solution using Fortinet products for a company. The company recently has Web
servers that were exploited and defaced. The customer has also experienced Denial or Service due to SYN Flood
attacks. Taking this into consideration, the customer\\'s solution should have the following requirements: 

-management requires network-based content filtering with man-in-the-middle inspection 

-the customer has no existing public key infrastructure but requires centralized certificate management 

-users are tracked by their active directory username without installing any software on their hosts 

-Web servers that have been exploited need to be protected from the OWASP Top 10 

-notification of high volume SYN Flood attacks when a threshold has been triggered 

Which three solutions satisfy these requirements? (Choose three.) 

A. FortiGate 

B. FortiClient 

C. FortiWeb 

D. FortiAuthenticator 

E. FortiDDOS 

Correct Answer: ACE 

 

QUESTION 2

Your FortiGate has multiple CPUs. You want to verify the load for each CPU. Which two commands will accomplish this
task? (Choose two.) 

A. get system performance status 

B. diag system mpstat 

C. diag system cpu stat 

D. diag system top 

Correct Answer: AD 

References: http://kb.fortinet.com/kb/documentLink.do?externalID=13825 

 

QUESTION 3

You verified that application control is working from previous configured categories. You just added Skype on blocked
signatures. However, after applying the profile to your firewall policy, clients running Skype can still connect and use the 
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application. 

What are two causes of this problem? (Choose two.) 

A. The application control database is not updated. 

B. SSL inspection is not enabled. 

C. A client on the network was already connected to the Skype network and serves as relay prior to configuration
changes to block Skype 

D. The FakeSkype.botnet signature is included on your application control sensor. 

Correct Answer: AB 

 

QUESTION 4

You are an administrator of FortiGate devices that use FortiManager for central management. You need to add a policy
on an ADOM, but upon selecting the ADOM drop-down list, you notice that the ADOM is in locked state. Workflow
mode 

is enabled on your FortiManager to define approval or notification workflow when creating and installing policy changes. 

What caused this problem? 

A. Another administrator has locked the ADOM and is currently working on it. 

B. There is pending approval waiting from a previous modification. 

C. You need to use set workspace-mode workflow on the CLI. 

D. You have read-only permission on Workflow Approve in the administrator profile. 

Correct Answer: D 

http://docs.fortinet.com/uploaded/files/2250/FortiManager-5.2.1-Administration-Guide.pdf 

 

QUESTION 5

You have deployed two FortiGate devices as an HA pair. One FortiGate will process traffic while the other FortiGate is a
standby. The standby monitors the primary for failure and only takes the role of processing traffic if it detects that the 

primary FortiGate has failed. 

Which style of FortiGate HA does this scenario describe? 

A. active-passive HA 

B. active-active HA 

C. partial mesh HA 

D. full mesh HA 
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Correct Answer: A 
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