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QUESTION 1
* Duplicates (5) ; | ] 2 i
Sendce Category (1) General ol
Recurring Schedule (1) always . & T
Address (1) : all
Senice (1) T PR o
Firewall VIP (1) . |FTR : .
~ Object Interface Binding Conflict {1) r. ,\\. : :
Iﬁ.ddm;: g LﬂN{any-:-i_ntemal{.’. - __1\‘_ } Imported 1 of 2. policies and objects . . . .
: : : { r . ?Firawall Palicy : 1of2
Importing Gb_]ef.‘_:i? I_\x 3 : T
v 'f-’;'- & 100% Total: 2, Success: 1, Erfor: 1~~~ i
*I@pﬂ"t}E;rar : o
|Fim¥mll Policy (1) |ID:1 #1)

Clearer pictures and no water-mask in the Premium Product =

Given the following error message: FortiManager fails to import policy ID 1. What is the problem?

S5tart to import confiy from device (STUDENT-2) vdomi{root) to adomircot), package (STUDENT-2)
“firewall service category” , SUCCESS," (name=General ,/oid=377, DUPLICATE)"

"firewall schedule recurring”,SUCCESS," (name=always, oid=473, DUFLICATE}"

“firewall address", SUCCESS, " (name=all, oid=364, DUPLICATE)"

"Orewall secvice cusbom®™, SOCCESS, " (name=ATL, wid=4246, DUPLICATE) "

“firewall vip”,SUCCESS,"” (name=FTF, iocd=475H, DUPLICATE)"

w e T i L S R . . S O A N 1 S "
“m“'ﬁ]:i;'mearjerl Elcture:s:and no wate[’- ski'ln"the‘Premlum'Prnduct*u"“’

A. FortiManager already has Address LAN which has interface mapping set to "internal” in its database, it is
contradicting with the STUDENT-2 FortiGate device which has address LAN mapped to "any".

B. FortiManager already has address LAN which has interface mapping set to "any" in its database; this conflicts with
the STUDENT-2 FortiGate device which has address "LAN" mapped to "internal”.

C. Policy ID 1 for this managed FortiGate device already exists on the FortiManager policy package named
STUDENT-2.

D. Policy ID 1 does not have interface mapping on FortiManager.

Correct Answer: D

References: http://kb.fortinet.com/kb/documentLink.do?externallD=FD38544

QUESTION 2
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Your marketing department uncompressed and executed a file that the whole department received using Skype.

i Alertpay 3
i I-I‘ﬂ-l':l‘lhl.v HEtorraent ll:rl:rl_ o
Ui.ﬂ File pas log HWpan =" L |
Letithit wwhat . ct‘tflnginﬂ “h{'*\.d
mns%login® Filesonic apoodyshave jconslogins & Rccdpu—hu e pw_ id
Hup'lnﬂﬂr*d tnfﬂluginﬂ Uplondud plundinq Coms " un‘in’* Uploading
|llll inllse = w0 e nUzorHamo mloginlUzorPassword=» wfileserv.c c
FTT ] whotfFile.comslogin® Hotfile *dzhared.com login® dzhared
wixtpasas=% #netload.inAindexs MHetload =freaks Im}*-u.u..mnflarjuax
login_paszs =wlogin_pass=e e L nf 1ve . i:um.fwlngl.nn Hediaf ive
- zomes Log inws Bendapace mmegaupload .l wowlogine Hegaupload mile pos
. logine Depozicfiles userid | e nin.ebay=Signin eBay Ut
anking .ecls "lagin .asnpe OF fFiceBanking #zecure . logme in . *~#loginchecks=
nipasaswordl sessionlusernane_or_emaill] =passwordl==» mtwit
& Twitter txtPazsword txtEmail witxt Password=»2 »_moneybooke
Monevhookora yaano apa*soapeblogin® HRunoscape wdyndnsa
iy ] v Lo g Ay g e ampowe e d s L J
guick_u : B whac kforums . * moambox» . php
L Faceboolk . #. = ph Facehoolk ®mlogin.ypyahoo .= % log
login WS i g live . % ¥po: 3 Live Te
'I.\ witf i 1dEmail 3 P 3 ':" 3 Pa v Bl ==ae 1 o mL oo i GHY
i1 . : ) x

Reviewing the exhibit, which two details do you determine from your initial analysis of the payload?

A. The payload contains strings that the malware is monitoring to harvest credentials.

B. This is a type of Trojan that will download and pirate movies using your Netflix credentials.

C. This type of threat of a DDoS attack using instant messaging to send e-mails to further spread the infection.
D. This threat payload is uploading private user videos which are then used to extort Bitcoin payments.

Correct Answer: B

QUESTION 3

Your company uses a cluster of two FortiGate 3600C units in active-passive mode to protect the corporate network. The
FortiGate cluster sends its logs to a FortiAnalyzer and you have configured scheduled weekly reports for the Internet

bandwidth usage of each corporate VLAN. During a scheduled maintenance window, you make a series of configuration
changes. When the next FortiAnalyzer weekly report is generated, you notice that Internet bandwidth usage reported by

the FortiAnalyzer is far less than expected.
What is the reason for this discrepancy?
A. You applied an antivirus profile on some of the policies, and no traffic can be accelerated.

B. You disabled all security profiles on some of the firewall policies, and the traffic matching those policies is now
accelerated.

C. You enabled HA session-pickup, which is turn disabled session accounting.
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D. You changed from active-passive to active-active, causing the session traffic counters to become inaccurate.
Correct Answer: D

Because of Active/Active failover traffic segregate to boxes where it reduces the bandwidth utilization

QUESTION 4

You are asked to establish a VPN tunnel with a service provider using a third-party VPN device. The service provider
has assigned subnet 30.30.30.0/24 for your outgoing traffic going towards the services hosted by the provider on
network 20.20.20.0/24. You have multiple computers which will be accessing the remote services hosted by the service
provider.

M\ Exhibit =

20.20.20.0/24

ey e EE e

Clearer EictJrens :-.11 Q ::rl Q nfaﬁ.ak in the Premium Product
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Which three configuration components meet these requirements? (Choose three.)

A. Configure an IP Pool of type Overload for range 30.30.30.10-30.30.30.10. Enable NAT on a policy from your LAN
forwards the VPN tunnel and select that pool.

B. Configure IPsec phase 2 proxy IDs for a source of 10.10.10.0/24 and destination of 20.20.20.0/24.

C. Configure an IP Pool of Type One-to-One for range 30.30.30.10-30.30.30.10. Enable NAT on a policy from your LAN
towards the VPN tunnel and select that pool.

D. Configure a static route towards the VPN tunnel for 20.20.20.0/24.
E. Configure IPsec phase 2 proxy IDs for a source of 30.30.30.0/24 and destination of 20.20.20.0/24.

Correct Answer: C

QUESTION 5
Your security department has requested that you implement the OpenSSL.TLS.Heartbeat.Information.Disclosure

signature using an IPS sensor to scan traffic destined to the FortiGate. You must log all packets that attempt to exploit
this vulnerability. Referring to the exhibit, which two configurations are required to accomplish this task? (Choose two.)
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cﬁhfig ips sSensor - |
el B s B B [ S el i
i config entries m i

edit 1 . i
set rule 38307 38315
set status enable | |
set actiqn.blgq%ﬁ_ﬁfnﬁﬁ

i '||"'. I
!

next

config firewall interface-policy
edit 0
set interface "wanl”

set ips-sensor-status enablée
set ips-sensor "“HBleed 1"
next

config ips sensor
edit “Hbleed 1%
config entries
edit 1
set attack log enable
next

config firewall policy
edit 0
set uuid 996ded3c-560f-51ed-c971-£0b5d0ScHTTE
set dstintf “lan”
set ips-sensor “HBleed 1"

next Clearer pictures and no water-mask in the Premium Product

A.B.C.
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config 1ps sensor n

edit “Hbleed 1" _O°

config entries {: :
edit 1 O
set ]I.glj-'-pac:ket enable

[1& Clearer E'ntureslan}i no water-mask in the Premium Product

D.
Correct Answer: B

http://defadhil.blogspot.in/2014/04/how-to-protect-fortigate-from.html
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