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QUESTION 1

The SECOPS team in your company has started a new project to store all logging data in a disaster recovery center. All
FortiGates will log to a secondary FortiAnalyzer and establish a TCP session to send logs to the syslog server. Which
two configurations will achieve this goal? (Choose two.)

2 config log syslogd setting
set port 514
set reliable enable
set server 172.20.120.24
set status enable

config log fnrtlanalyzer ﬁﬁttlnq
edit 2
set status e ahﬂe
set server 172.20.120.23
set cnqn—l‘l:j..l'l_iuuut 100

i

config log syslogd setting
set £sv enable
(" .set facility local 5
“..“set port TCP 514
set server 172.20.120.24

set status enable

config log fortianalyzer2 setting
set status enable

Clearer pictures and no water-mask in the Premium Product

A.B.C.D.
Correct Answer: AC

https://forum.fortinet.com/tm.aspx?m=122848

QUESTION 2
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session info: proto=6 proto state=01 duration=649
expire=3574 timeout=35600 {flag==00000000
scrigin-shaper=

reply-shaper=

pér ap shaper=

h"".....'i'd=0 hakeay=49722

pelicy dir=0 tunnel=/

state=log may dirty npu aynced 8 \\) 3
atatiati_::(hyte:-fpacketa,falj_ew_urr) : oé-gﬁ)iﬁ 30/2641
reply=5009Z /2671 tuples=3 .

",

b

e II'/

Pipuat
P 85,219,251 .249

orgin—>aink: org pre=>post, reply
dev=29-5%32/32->28 gwy=10.209. IJ-:I.-.""
hook=pre dir=org act—dnat

1L76.63.32:110: 50085—>195 .21 '._-!\3‘ .':LEI5 80(10.Z09.101L.2

o4:803% {'
hook=post dir=reply .n e n
10.Z2Z09.101.204:80->1 ﬁ.aaﬁsz 110: 50083 (1L95.219.248. 1
05:E80%

hock=po=st derUrJé ct=noop

176.63.32.110: 50083-=10.202.101.204:20{0.0.0,0:0}%
poaf{hbfﬁru;aftifj G/(0,0), 07 (0,0)

mise=0 policy id=85 id pslicy id=0 auth info=0
chk_client Ln;&—ﬂ el =0

serial= ﬂnuhdﬁh toa=fE/£f ips view=l app_list=0
app=0

dd_type=0 -ﬂl‘.‘l cules ad=0

pﬁr_;p;bandw;dth meter: adder=176.632, 92,110, bps=1004
npu =tate=00000000

npu ainfo: flag=0xB1/0x81, offload=4,4,
Lps_c}thaadZUID, epid=35/32, ipid=32/235, wvlan=0/0

Clearer pictures and no water-mask in the Premium Product

Referring to the configuration shown in the exhibit, which three statements are true? (Choose three.)

A. Traffic logging is disabled in policy 96.

B. TCP handshake is completed and no FIN/RST has been forwarded.
C. No packet has hit this session in the last five minutes.

D. No QoS is applied to this traffic.

E. The traffic goes through a VIP applied to policy 96.

Correct Answer: B

References: http://kb.fortinet.com/kb/viewContent.do?externalld=FD30042
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QUESTION 3

You are asked to establish a VPN tunnel with a service provider using a third-party VPN device. The service provider
has assigned subnet 30.30.30.0/24 for your outgoing traffic going towards the services hosted by the provider on
network 20.20.20.0/24. You have multiple computers which will be accessing the remote services hosted by the service
provider.

M\ Exhibit =

20.20.20.0/24

o eve BN

Clearer EictJreq .31 Q ::-I Q nfaglsk in the Premium Product

B3 Close

Which three configuration components meet these requirements? (Choose three.)

A. Configure an IP Pool of type Overload for range 30.30.30.10-30.30.30.10. Enable NAT on a policy from your LAN
forwards the VPN tunnel and select that pool.

B. Configure IPsec phase 2 proxy IDs for a source of 10.10.10.0/24 and destination of 20.20.20.0/24.
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C. Configure an IP Pool of Type One-to-One for range 30.30.30.10-30.30.30.10. Enable NAT on a policy from your LAN
towards the VPN tunnel and select that pool.

D. Configure a static route towards the VPN tunnel for 20.20.20.0/24.
E. Configure IPsec phase 2 proxy IDs for a source of 30.30.30.0/24 and destination of 20.20.20.0/24.

Correct Answer: C

QUESTION 4

M\ Exhibit

MNetwork

Referring to the diagram shown in the exhibit, you deployed VRRP load balancing using two FortiGate units and two
VRRP groups with a VRRP virtual MAC address enabled on both FortiGate\\'s port2 interface. During normal operation,
both

FortiGate units are processing traffic and the VRRP groups are used to load balance the traffic between the two
FortiGate units.

If FortiGate unit A fails, what would happen?

A. The FortiGate Unit B port2 interface sends gratuitous ARPs to associate the VRRP virtual router IP address with its
own MAC address, and all traffic fails over to it.

B. The FortiGate Unit B port2 interface will use virtual MAC addresses of 00-00-5e-00-01-05 and 00-00-5e-00-01-0a,
and all traffic fails over to it.

C. The FortiGate Unit B port2 interface will use virtual MAC addresses of 00-a0-5e-00-01-05 and 00-a0-5e-00-01-0a,
and all traffic fails over to it.

D. The FortiGate Unit B port2 interface will use the physical MAC addresses of the FortiGate Unit A port2 interface, and
all traffic fails over to it.
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Correct Answer: B

If primary fails secondary device uses virtual mac address to forward traffic

QUESTION 5

You have deployed two FortiGate devices as an HA pair. One FortiGate will process traffic while the other FortiGate is a
standby. The standby monitors the primary for failure and only takes the role of processing traffic if it detects that the

primary FortiGate has failed.

Which style of FortiGate HA does this scenario describe?
A. active-passive HA

B. active-active HA

C. partial mesh HA

D. full mesh HA

Correct Answer: A
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