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QUESTION 1

Click the Exhibit button.
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FG-1 # diag deb rating
Locale english

Contract

License
= Server List (Thu Jan 10 10:16:20 2010} =

Ip Weight RTT Flags TZ Packets
Curr Lonst Total Lest

BE.117.56.37 &0 iod —5 27410
0 20

209.222.147.36 &O 100 bpIT - 27312
0 16

66.117.56.42 &0 100 -3 27463
0 23

173.243.138.194 80 140 D =H 27358
0 1&5

173.243.138.198 80 1449 —B 27304
0 115

0h.45.33.64 an 18B D =B 27447
a a3

D6 45,.33.63 oo 168 —H 27444
0 54

FG—-1 4 diag sys session list

session in-o: protoc=l7 proto stabte=00 duration=144 expire=385
timeout=0 Zlags=00000000 so0ckflaz=00000000 sockport=0 av_idx=0
use=53

origin-shaper=

reply—shaper=

per ip shaper=

ha id=0 policy dir=0 tunnel=/ wvlan cos=0/235

state=may dirty

:tnti:tic{bft::fpnck:t:fnllaw_:rr}: Drg=3T650f552H1
reply=1406886/1045/1 tuples=3

tx speed(Bp=s/kbps): 164/1 rx spe=d(Bps/kbps): 6143/4%
prgin-»zink: org pre—->post, reply pre->post dev=4->3/3->4
gwy=20.20.20.1/172.16.200.10

hnolk=pnat dir=nrg Aact=anat 172 1. 200_10: 501735
=172.217.6.14:443 (20.20.20.2:50735)

hook=pre dir=reply act=dnat 172.217.6.14:443-
»>20.20.20.2:530735(172.16.200.120:50735)

hook=post dir=reply act=ncop 172.217.6.14:443-
>172.16.200.10:50735(0.0.0.0:0)

mige=0 policy id=1l auth infe=0 chk client info=0 =d4d=0
serial=0001le25e tos=ff/ff app list=0 app=0 url cat=0

dd type=0 dd mode=0

You configured AV and Web filtering for your outgoing Internet connections. You later noticed that not all Web sessions
are being inspected and you start troubleshooting the problem.
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Referring to the exhibit, what would cause this problem?

A. The Web session is using QUIC which a not inspected by the FortiGate

B. These are problem with the connection to the Web filter servers, therefore the Web session cannot be categorized.
C. The SSL inspection options are not set to inspection

D. Web filtering is not licensed, therefore no inspection occurs.

Correct Answer: C

QUESTION 2

Click the Exhibit button.

The exhibit shows a full-mesh topology between FortiGates and FortiSwitches. To deploy this
configuration, two requirements must be met:

-20 Gbps full duplex connectivity is available between each FortiGate and the FortiSwitches

-The FortiGate HA must be in AP mode.

Security Layer
F (G Haartheat
FortiGate 3700D FortiGate 3700D
Master : ~ | slave
e
Distribution Layer - ¥ - .
FortiSwitch R ol FortiSwitch
1048D & ¥ 1048D

Referring to the exhibit, what are two actions that will fulfill the requirements? (Choose two.)

A. Configure both FortiSwitch as pears with ICL over cable E, create one MCLAG on ports connected to cables A and
C, and create another MCLAG on ports connected to cables B and D.

B. Configure the master FortiGate with one and FortiLink split interface disable on ports connected to cables A and C
and make sure the same ports are used for to cables B and D.

C. Configure both FortiSwitches as peers ISL over cable on create one MCLAG on ports connected cables A and C,
and ceate another MCLAG on ports connected to cables B and D.
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D. Configure the master FortiGate with one LAG and FortiLink split interface enables on ports connected to cable A and
C make sure the ports are used for cables B and D on the slave.

Correct Answer: AC

QUESTION 3

Click the Exhibit button. Referring to the exhibit, which two statements are true? (Choose two.)
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FGR # show firewall policyé
config firewall policyd
edit 1
et name “internet—-ipva”
get zrcintf "porti”
get dstintf “portl”
set srcaddr "fd00:acdS5:87a4:E90d4::10/128"
et dataddr ™all”
58t action accept
set =schedule "alwaya™
et zerviece “ALL™
et utm-=tatua enable
et u3sers "“naefuser”™
get profile-type group
set—-profile-group “"nsebB-pig”™
g8t net enable
next
end

FGR 4 ghow firewall policy
config firewall policy
edit 1
get name “Internet”
get srcintf “porti”
get datintf “portl”
et zrcaddr “all"™
et dataddr “all"™
et action accept
get schedule "alwaya"™
et service "ALL"™
Fet utm—=3tatus enable
set logtraffic all
set faso disable
et uaers "naefuser”™
get webfilter—-prefile “nsef-wi™
get dnsfilter-profile ™ngef-wi-dns”
get profile-protoccl-options "nsel-po™
et s3l-ssh-profile “certificate-inapectiocn™
g8t net enable
next
end

FGHR # show firewall profile group nasf-pig

config firewall profile-group

edit "“ngef-pfg”

get webfilter-profile ™“nasf-wi”™

get dnafilter-profile “naef-wi-dns”

get profile-protocol-options “nssef-po”™

et 233l-zsh-profile “certificate-inapecticn™
Next

end

A. The IPv4 traffic for nse8user is filtered using the DNS profile.
B. The IPv6 traffic for nse8user is filtered using the DNS profile.

C. The IPv4 policy is allowing security profile groups.
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D. The Web traffic for nse8user is being filtered differently in IPv4 and IPv6.

Correct Answer: AD

QUESTION 4
Click the Exhibit button.

Referring to the exhibit, which command-line option for deep inspection SSL would have the FortiGate resign all
untrusted self-signed certificates with the trusted Fortinet. CA_SSL certificate?

config firewall ssl-ssh-profile
edit "custom-deep-inspection”
config https
set untrusted-cert {option}
end
next
end

A. allow
B. block
C. ignore
D. inspect

Correct Answer: A

QUESTION 5

Click the Exhibit button.
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M\ Exhibit =

FS448D-A (LAG-1l) # show
config switch trunk

edit "LAG-1"

set mode lacp-active
set-mclag-icl enable

set members "portl3" "portl4"
next

end

FS448D-B (LAG-Z) # show
config switch trunk

edit "LAG-2"

set mode lacp-active
set-mclag-icl enable

set members "portl3"™ "portl4”
next

end

FortiGate-A # show switch-controller managed-switch
confia switch-controller manaaged-switch
edit FS448BD-A

config ports

edit "LAG-3"

set type trunk

set mode lacp-active
set mclag enable

set members "portli5S"
next

end

next

edit FS44BD-B

config ports

edit "LAG-3"

set type trunk

set mode lacp-active
set mclag enable

set members "portls”
next

end

next

end
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Referring to the exhibit, which two statements are true? (Choose two.)

A. portl3 and portl4 on FS448D-A should be connected to portl3 and portl4 on FS448D-B

B. LAG-1 and LAG 2 should be connected to a single 4-port 802 3ad interface on the FortiGate-A.

C. LAG-3 on switches on FS448D-A and FS448D-B may be connected to a single 802 3ad trunk on another device.

D. LAG-1 and LAG-2 should be connected to a 4-port single 802 3ad trunk on another device.

Correct Answer: BC
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