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QUESTION 1

Click the Exhibit button.
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FG-1 # diag deb rating
Locale english

Contract

License
= Server List (Thu Jan 10 10:16:20 2010} =

Ip Weight RTT Flags TZ Packets
Curr Lonst Total Lest

BE.117.56.37 &0 iod —5 27410
0 20

209.222.147.36 &O 100 bpIT - 27312
0 16

66.117.56.42 &0 100 -3 27463
0 23

173.243.138.194 80 140 D =H 27358
0 1&5

173.243.138.198 80 1449 —B 27304
0 115

0h.45.33.64 an 18B D =B 27447
a a3

D6 45,.33.63 oo 168 —H 27444
0 54

FG—-1 4 diag sys session list

session in-o: protoc=l7 proto stabte=00 duration=144 expire=385
timeout=0 Zlags=00000000 so0ckflaz=00000000 sockport=0 av_idx=0
use=53

origin-shaper=

reply—shaper=

per ip shaper=

ha id=0 policy dir=0 tunnel=/ wvlan cos=0/235

state=may dirty

:tnti:tic{bft::fpnck:t:fnllaw_:rr}: Drg=3T650f552H1
reply=1406886/1045/1 tuples=3

tx speed(Bp=s/kbps): 164/1 rx spe=d(Bps/kbps): 6143/4%
prgin-»zink: org pre—->post, reply pre->post dev=4->3/3->4
gwy=20.20.20.1/172.16.200.10

hnolk=pnat dir=nrg Aact=anat 172 1. 200_10: 501735
=172.217.6.14:443 (20.20.20.2:50735)

hook=pre dir=reply act=dnat 172.217.6.14:443-
»>20.20.20.2:530735(172.16.200.120:50735)

hook=post dir=reply act=ncop 172.217.6.14:443-
>172.16.200.10:50735(0.0.0.0:0)

mige=0 policy id=1l auth infe=0 chk client info=0 =d4d=0
serial=0001le25e tos=ff/ff app list=0 app=0 url cat=0

dd type=0 dd mode=0

You configured AV and Web filtering for your outgoing Internet connections. You later noticed that not all Web sessions
are being inspected and you start troubleshooting the problem.
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Referring to the exhibit, what would cause this problem?

A. The Web session is using QUIC which a not inspected by the FortiGate

B. These are problem with the connection to the Web filter servers, therefore the Web session cannot be categorized.
C. The SSL inspection options are not set to inspection

D. Web filtering is not licensed, therefore no inspection occurs.

Correct Answer: C

QUESTION 2

Exhibit Your organization has a FortrGate cluster that is connected to two independent ISPs. You must configure the
FortiGate failover for a single ISP failure to occur without disruption.

Internet
ISP1 ISP2
BGP Router ISP1 ~ ‘o <4 BGP Router ISP2
Border Switches
(L2)

r 3

b

" Fortinet HA
Cluster

Referring to the exhibit, which two FortiGate BGP features would be used to accomplish this task\\' (Choose two.)
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A. Enable BFD

B. Enable EBGP multipath
C. Enable graceful restart
D. Enable synchronization

Correct Answer: AC

QUESTION 3

Exhibit The exhibit shows a topology where a FortiGate is two VDOMS, root and vd-vlasn. The root VDCM provides
SSL-VPN access, where the users authenticated by a FortiAuthenticatator. The vd-lan VDOM provids internal access to
a Web server. For the remote users to access the internal web server, there are a few requirements, which are shown
below.

JRE—
Internet ’ u
R FortiClient
wvdom—-link
0
E= [ I
1
Fortifuthenticator
root wd-lan
web

--At traffic must come from the SSI-VPN

--The vd-lan VDOM only allows authenticated traffic to the Web server.

-- Users must only authenticate once, using the SSL-VPN portal.

-- SSL-VPN uses RADIUS-based authentication.

referring to the exhibit, and the requirement describe above, which two statements are true?
(Choose two.)

A. vd-lan authentication messages from root using FSSO.

B. vd-lan connects to Fort authenticator as a regular FSSO client.

C. root is configured for FSSO while vd-lan is configuration for RSSO.

D. root sends "RADIUS Accounting Messages" to FortiAuthenticator.
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Correct Answer: BD

QUESTION 4

Click the Exhibit button.

Data Center A Data Cantar B

FortiGate A r FortiGate B

-
-
.
-

- -
— — -
——

Sarver Farm A Eerver Farm B

192.168.1.0/24 192.1668.1.0/24

Your company has two data centers (DC) connected using a Layer 3 network. Servers in farm A need to connect to
servers in farm B as though they all were in the same Layer 2 segment. What would be configured on the FortiGates on
each DC to allow such connectivity?

A. Create an IPsec tunnel with transport mode encapsulation.

B. Create an IPsec tunnel with Mode encapsulation.

C. Create an IPsec tunnel with VXLAN encapsulation.

D. Create an IPsec tunnel with VLAN encapsulation.

Correct Answer: C

QUESTION 5
FortiMail configured with the protected domain "internal lab".

Which two envelopes addresses will need an access control rule to relay e-mail sent for unauthenticated users?
(Choose two.)

A. MAIL FROM: traming@fortinet com: RCPT TO: student@fortmet com
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B. MAIL FROM student@fortinet com: RCPT TO student@internal.lab
C. MAIL FROM: trainmg@internallab; RCPT TO student@mternallab
D. MAIL FROM student@internal lab: RCPT TO student@fortmet.com

Correct Answer: BC
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