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QUESTION 1

Exhibit Click the Exhibit button. You are trying to configure Link-Aggregation Group (LAG), but ports A and B do not
appear on the list of

member options. Referring to the exhibit, which statement is correct in this situation?
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get hardware npu npé port-list
Chip XAUI Ports Max Cross—chip
Speed offloading

npg 0 0O
1 portlT 1z Yes
1 portls 1 Yes
1 portls 16 Yes
1 portZ0 15 Yes
1 port2l 1 Yes
1 portz22 16 Yes
1 portZ3 15 Yes
1 port24 1 Yes
1 port2? 16 Yes
1 portZi 15 Yes
1 port2s 1 Yes
1 portze 16 Yes
1 porc3l 15 Yes
1 port32 1 Yes
1 port2i 16 Yes
1 portc30 1z Yes
2 porth 106 Yes
3

nps 1 0
1 portcl 1G Yea
1 port2 1 Yes
1 port3 16 Yes
1 port4 1G Yea
1 ports 1 Yes
1 porth 16 Yes
1 portT 1G Yea
1 portg 1 Yes
1 portcil 16 Yes
1 porti2 1G Yea
1 port9 1 Yes
1 porcid 16 Yes
1 portils 1G Yea
1 portlé 1 Yes
1 portci3 16 Yes
i portid 1G Yes
2 porth 106G Yes
3

A. The FortiGate model being used does not support LAG.
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B. The FortiGate model does not have an Integrated Switch Fabric (ISF).
C. The FortiGate SFP+ slot does not have the correct module.
D. The FortiGate interfaces are defective and require replacement.

Correct Answer: B

QUESTION 2

Exhibit
M\ Exhibit

FWB (HC-Combo) # show
config server-policy health
edit "HC—-Combo"

config health-list

edit 1

set type tcp-half-open

next

edit 2

set type http

set url-path /index.html
set match-type response-code
next

edit 3

set type icmp

next

end

next

end

You created a custom health-check for your FortiWeb deployment.
Referring to the output shown in the exhibit, which statement is true?

A. The FortiWeb must receive an RST packet from the server.

B. The FortiWeb must receive an HTTP 200 response code from the server.
C. The FortiWeb must receive an ICMP Echo Request from the server.

D. The Fortiweb must match the hash value of the page index html.

Correct Answer: B
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QUESTION 3
Click the Exhibit button. Referring to the exhibit, which two statements are true? (Choose two.)

FGR # show firewall policyé
config firewall policyd
edit 1
et name “internet—-ipva”
get zrcintf "porti”
get dstintf “portl”
set srcaddr "fd00:acdS5:87a4:E90d4::10/128"
et dataddr ™all”
58t action accept
set =schedule "alwaya™
et zerviece “ALL™
et utm-=tatua enable
et u3sers "“naefuser”™
get profile-type group
set—-profile-group “"nsebB-pig”™
g8t net enable
next
end

FGR 4 ghow firewall policy
config firewall policy
edit
get name “Internet”
get srcintf “porti”
get datintf “portl”
et zrcaddr “all"™
et dataddr “all"™
et action accept
get schedule "alwaya"™
et service "ALL"™
Fet utm—=3tatus enable
set logtraffic all
set faso disable
et uaers "naefuser”™
get webfilter—-prefile “nsef-wi™
get dnsfilter-profile ™ngef-wi-dns”
get profile-protoccl-options "nsel-po™
et s3l-ssh-profile “certificate-inapectiocn™
g8t net enable
next
end

FGHR # show firewall profile group nasf-pig
config firewall profile-group

edit "“ngef-pfg”

get webfilter-profile ™“nasf-wi”™

get dnafilter-profile “naef-wi-dns”

get profile-protocol-options “nssef-po”™

et 233l-zsh-profile “certificate-inapecticn™
Next

end

A. The IPv4 traffic for nse8user is filtered using the DNS profile.
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B. The IPv6 traffic for nse8user is filtered using the DNS profile.
C. The IPv4 policy is allowing security profile groups.
D. The Web traffic for nse8user is being filtered differently in IPv4 and IPv6.

Correct Answer: AD

QUESTION 4
Exhibit

Click the Exhibit button. Referring to the exhibit, which two behaviors will the FortiClient endpoint have after receiving
the profile update from the FortiClient EMS? (Choose two.)

Profile Name | Default

AntiVirus » | Sanbox ] Web Filter « | Firewall¢|] VPN e | Vulnerability Scane

Sandbox Detection @

| Server

[P Address/Hostname  172.16.1.12
© Wait for FortiSandbox Results before Allowing File Acccess

@© Deny Access to File It FortiSandbox Is Unreachable

Timecut 60 seconds

Access will be allowed if results are not received when then timeout expires.
Set to -1 to infinitely restrict access.

Submission

@© Al Files Executed from Removable Media

All Files Executed from Mapped Network Drives
¢« Al 'Web Downleoads
¢ Al Email Downloads

A. Files executed from a mapped network drive will not be inspected by the FortiCltent endpoint Antivirus engine.

B. The user will not be able to access a Web downloaded file for at least 60 seconds when the FortiSandbox is
reachable.
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C. The user will not be able to access a Web downloaded file for a maximum of 60 seconds if it is not a virus and the
FortiSandbox s reachable.

D. The user will not be able to access a Web downloaded file when the FortiSandbox is unreachable.

Correct Answer: AC

QUESTION 5

You are asked to add a FortiDDoS to the network to combat detected slow connection attacks such as Slowloris.
Which prevention mode on FortiDDoS will protect you against this specific type of attack?

A. aggressive aging mode

B. rate limiting mode

C. blocking mode

D. asymmetric mode

Correct Answer: A
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