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QUESTION 1

Which characteristic of serverless computing enables developers to quickly deploy application code? 

A. Uploading cloud service autoscaling services to deploy more virtual machines to run their application code based on
user demand 

B. Uploading the application code itself, without having to provision a full container image or any OS virtual machine
components 

C. Using cloud service spot pricing to reduce the cost of using virtual machines to run their application code 

D. Using Container as a Service (CaaS) to deploy application containers to run their code. 

Correct Answer: B 

"In serverless apps, the developer uploads only the app package itself, without a full container image or any OS
components. The platform dynamically packages it into an image, runs the image in a container, and (if needed)
instantiates the underlying host OS and VM and the hardware required to run them." 

 

QUESTION 2

In which step of the cyber-attack lifecycle do hackers embed intruder code within seemingly innocuous files? 

A. weaponization 

B. reconnaissance 

C. exploitation 

D. delivery 

Correct Answer: A 

"Weaponization: Next, attackers determine which methods to use to compromise a target endpoint. They may choose to
embed intruder code within seemingly innocuous files such as a PDF or Microsoft Word document or email message." 

 

QUESTION 3

Which Palo Alto Networks tools enable a proactive, prevention-based approach to network automation that accelerates
security analysis? 

A. MineMeld 

B. AutoFocus 

C. WildFire 

D. Cortex XDR 

Correct Answer: B 
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"Palo Alto Networks AutoFocus enables a proactive, prevention-based approach to network security that puts
automation to work for security professionals. Threat intelligence from the service is made directly accessible in the Palo
Alto Networks platform, including PAN-OS software and Panorama. AutoFocus speeds the security team\\'s existing
workflows, which allows for in-depth investigation into suspicious activity, without additional specialized resources." 

 

QUESTION 4

Which aspect of a SaaS application requires compliance with local organizational security policies? 

A. Types of physical storage media used 

B. Data-at-rest encryption standards 

C. Acceptable use of the SaaS application 

D. Vulnerability scanning and management 

Correct Answer: C 

 

QUESTION 5

Which three layers of the OSI model correspond to the Application Layer (L4) of the TCP/IP model? 

A. Session, Transport, Network 

B. Application, Presentation, and Session 

C. Physical, Data Link, Network 

D. Data Link, Session, Transport 

Correct Answer: B 

Application (Layer 4 or L4): This layer loosely corresponds to Layers 5 through 7 of the OSI model. Transport (Layer 3
or L3): This layer corresponds to Layer 4 of the OSI model. Internet (Layer 2 or L2): This layer corresponds to Layer 3 of
the OSI model. Network Access (Layer 1 or L1): This layer corresponds to Layers 1 and 2 of the OSI model 
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