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QUESTION 1

Which item accurately describes a security weakness that is caused by implementing a "ports first" data security
solution in a traditional data center?

A. You may have to use port numbers greater than 1024 for your business-critical applications.

B. You may have to open up multiple ports and these ports could also be used to gain unauthorized entry into your
datacenter.

C. You may not be able to assign the correct port to your business-critical applications.

D. You may not be able to open up enough ports for your business-critical applications which will increase the attack
surface area.

Correct Answer: B

QUESTION 2

Anthem server breaches disclosed Personally Identifiable Information (PII) from a number of its servers. The infiltration
by hackers was attributed to which type of vulnerability?

A. an intranet-accessed contractor\\'s system that was compromised

B. exploitation of an unpatched security vulnerability

C. access by using a third-party vendor\\'s password

D. a phishing scheme that captured a database administrator\\'s password

Correct Answer: D

QUESTION 3
DRAG DROP
Match each description to a Security Operating Platform key capability.

Select and Place:
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understanding the full context
of attacks on a netwark

a prevention architecture that
exerts positive control based
on applications

a coordinated security platform
that detects and accounts
for the full scope of an attack

creation and delivery of near real-
time protections to allow
enterprises to scale defenses with
technology rather than people

Correct Answer:

aeation and delivery of near real-
time protections to allow
enterprises to scale defenses with
technology rather than people

understanding the full context
of attacks on a network

a coordinated security platform
that detects and accounts
for the full scope of an attack

a prevention architecture that
exerts positive control based
on applications

QUESTION 4
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Which TCP/IP sub-protocol operates at the Layer7 of the OSI model?

A. UDP

B. MAC

C. SNMP

D. NFS

Correct Answer: C

Application (Layer 7 or L7): This layer identifies and establishes availability of communication partners, determines
resource availability, and synchronizes communication. Presentation (Layer 6 or L6): This layer provides coding and
conversion functions (such as data representation, character conversion, data compression, and data encryption) to
ensure that data sent from the Application layer of one system is compatible with the Application layer of the receiving
system. Session (Layer 5 or L5): This layer manages communication sessions (service requests and service responses)

between networked systems, including connection establishment, data transfer, and connection release. Transport
(Layer 4 or L4): This layer provides transparent, reliable data transport and end-to-end transmission control.

QUESTION 5

During the OSI layer 3 step of the encapsulation process, what is the Protocol Data Unit (PDU) called when the IP stack
adds source (sender) and destination (receiver) IP addresses?

A. Frame

B. Segment

C. Packet

D. Data

Correct Answer: C

The IP stack adds source (sender) and destination (receiver) IP addresses to the TCP segment (which now is called an

IP packet) and notifies the server operating system that it has an outgoing message ready to be sent across the
network.
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