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QUESTION 1

SecOps consists of interfaces, visibility, technology, and which other three elements? (Choose three.) 

A. People 

B. Accessibility 

C. Processes 

D. Understanding 

E. Business 

Correct Answer: ACE 

The six pillars include: 

1.

 Business (goals and outcomes) 

2.

 People (who will perform the work) 

3.

 Interfaces (external functions to help achieve goals) 

4.

 Visibility (information needed to accomplish goals) 

5.

 Technology (capabilities needed to provide visibility and enable people) 

6.

 Processes (tactical steps required to execute on goals) All elements must tie back to the business itself and the goals
of the security operations 

 

QUESTION 2

How does adopting a serverless model impact application development? 

A. costs more to develop application code because it uses more compute resources 

B. slows down the deployment of application code, but it improves the quality of code development 

C. reduces the operational overhead necessary to deploy application code 
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D. prevents developers from focusing on just the application code because you need to provision the underlying
infrastructure to run the code 

Correct Answer: C 

List three advantages of serverless computing over CaaS: - Reduce costs - Increase agility - Reduce operational
overhead 

 

QUESTION 3

What is the key to "taking down" a botnet? 

A. prevent bots from communicating with the C2 

B. install openvas software on endpoints 

C. use LDAP as a directory service 

D. block Docker engine software on endpoints 

Correct Answer: A 

 

QUESTION 4

Which analysis detonates previously unknown submissions in a custom-built, evasion- resistant virtual environment to
determine real-world effects and behavior? 

A. Dynamic 

B. Pre-exploit protection 

C. Bare-metal 

D. Static 

Correct Answer: A 

The WildFire cloud-based malware analysis environment is a cyber threat prevention service that identifies unknown
malware, zero-day exploits, and advanced persistent threats (APTs) through static and dynamic analysis in a scalable,
virtual environment. 

 

QUESTION 5

What does SOAR technology use to automate and coordinate workflows? 

A. algorithms 

B. Cloud Access Security Broker 

C. Security Incident and Event Management 
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D. playbooks 

Correct Answer: D 

SOAR tools ingest aggregated alerts from detection sources (such as SIEMs, network security tools, and mailboxes)
before executing automatable, process- driven playbooks to enrich and respond to these alerts. 
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