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QUESTION 1

Which option would be an example of PII that you need to prevent from leaving your enterprise network? 

A. Credit card number 

B. Trade secret 

C. National security information 

D. A symmetric encryption key 

Correct Answer: A 

 

QUESTION 2

Which IPsec feature allows device traffic to go directly to the Internet? 

A. Split tunneling 

B. Diffie-Hellman groups 

C. d.Authentication Header (AH) 

D. IKE Security Association 

Correct Answer: A 

"Or split tunneling can be configured to allow internet traffic from the device to go directly to the internet, while other
specific types of traffic route through the IPsec tunnel, for acceptable protection with much less performance
degradation." 

 

QUESTION 3

Which activities do local organization security policies cover for a SaaS application? 

A. how the data is backed up in one or more locations 

B. how the application can be used 

C. how the application processes the data 

D. how the application can transit the Internet 

Correct Answer: B 

 

QUESTION 4

Which of the following is a service that allows you to control permissions assigned to users in order for them to access
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and utilize cloud resources? 

A. User-ID 

B. Lightweight Directory Access Protocol (LDAP) 

C. User and Entity Behavior Analytics (UEBA) 

D. Identity and Access Management (IAM) 

Correct Answer: D 

Identity and access management (IAM) is a software service or framework that allows organizations to define user or
group identities within software environments, then associate permissions with them. The identities and permissions are
usually spelled out in a text file, which is referred to as an IAM policy. 

 

QUESTION 5

SecOps consists of interfaces, visibility, technology, and which other three elements? (Choose three.) 

A. People 

B. Accessibility 

C. Processes 

D. Understanding 

E. Business 

Correct Answer: ACE 

The six pillars include: 

1.

 Business (goals and outcomes) 

2.

 People (who will perform the work) 

3.

 Interfaces (external functions to help achieve goals) 

4.

 Visibility (information needed to accomplish goals) 

5.

 Technology (capabilities needed to provide visibility and enable people) 

6.
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 Processes (tactical steps required to execute on goals) All elements must tie back to the business itself and the goals
of the security operations 
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