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QUESTION 1

DRAG DROP

Match the Identity and Access Management (IAM) security control with the appropriate definition.

Select and Place:

Ensuring least-privileged
access to cloud resources
and infrastructure

IAM security

‘Discovering threats by
Machine Identity identifying activity that deviates
from a normal baseline

Securing and managing
User Entity Behavior Analytics the relationships between
users and cloud resources

Decoupling workload identity
Access Management SomIP ade

Correct Answer:

Ensuring least-privileged
|AM security access to cloud resources
and infrastructure

Discovering threats by
User Entity Behavior Analytics | | identifying activity that deviates
from a normal baseline

Securing and managing
Access Management the relationships between
users and cloud resources
Machine Identity D%nﬁ:;m identity

QUESTION 2

Which statement describes DevOps?
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A. DevOps is its own separate team

B. DevOps is a set of tools that assists the Development and Operations teams throughout the software delivery
process

C. DevOps is a combination of the Development and Operations teams

D. DevOps is a culture that unites the Development and Operations teams throughout the software delivery process
Correct Answer: D

DevOps is not:

A combination of the Dev and Ops teams: There still are two teams; they just operate in a communicative, collaborative
way.

Its own separate team: There is no such thing as a "DevOps engineer." Although some companies may appoint a
"DevOps team" as a pilot when trying to transition to a DevOps culture, DevOps refers to a culture where developers,
testers,

and operations personnel cooperate throughout the entire software delivery lifecycle. A tool or set of tools: Although
there are tools that work well with a DevOps model or help promote DevOps culture, DevOps ultimately is a strategy,
not a

tool. Automation: Although automation is very important for a DevOps culture, it alone does not define DevOps.

QUESTION 3

Which analysis detonates previously unknown submissions in a custom-built, evasion- resistant virtual environment to
determine real-world effects and behavior?

A. Dynamic

B. Pre-exploit protection

C. Bare-metal

D. Static

Correct Answer: A

The WildFire cloud-based malware analysis environment is a cyber threat prevention service that identifies unknown

malware, zero-day exploits, and advanced persistent threats (APTs) through static and dynamic analysis in a scalable,
virtual environment.

QUESTION 4
Data Loss Prevention (DLP) and Cloud Access Security Broker (CASB) fall under which Prisma access service layer?
A. Network

B. Management
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C. Cloud

D. Security
Correct Answer: D

A SASE solution converges networking and security services into one unified, cloud-delivered solution (see Figure 3-12)
that includes the following:

Networking

Software-defined wide-area networks (SD-WANS)
Virtual private networks (VPNSs)

Zero Trust network access (ZTNA)
Quality of Service (QoS)

Security

Firewall as a service (FWaaS)
Domain Name System (DNS) security
Threat prevention

Secure web gateway (SWG)

Data loss prevention (DLP)

Cloud access security broker (CASB)

QUESTION 5

Which Palo Alto Networks tools enable a proactive, prevention-based approach to network automation that accelerates
security analysis?

A. MineMeld

B. AutoFocus

C. WildFire

D. Cortex XDR

Correct Answer: B

"Palo Alto Networks AutoFocus enables a proactive, prevention-based approach to network security that puts
automation to work for security professionals. Threat intelligence from the service is made directly accessible in the Palo

Alto Networks platform, including PAN-OS software and Panorama. AutoFocus speeds the security team\\'s existing
workflows, which allows for in-depth investigation into suspicious activity, without additional specialized resources."
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