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QUESTION 1

What are two key characteristics of a Type 1 hypervisor? (Choose two.) 

A. is hardened against cyber attacks 

B. runs without any vulnerability issues 

C. runs within an operating system 

D. allows multiple, virtual (or guest) operating systems to run concurrently on a single physical host computer 

Correct Answer: CD 

 

QUESTION 2

Which item accurately describes a security weakness that is caused by implementing a "ports first" data security
solution in a traditional data center? 

A. You may have to use port numbers greater than 1024 for your business-critical applications. 

B. You may have to open up multiple ports and these ports could also be used to gain unauthorized entry into your
datacenter. 

C. You may not be able to assign the correct port to your business-critical applications. 

D. You may not be able to open up enough ports for your business-critical applications which will increase the attack
surface area. 

Correct Answer: B 

 

QUESTION 3

Which Palo Alto subscription service identifies unknown malware, zero-day exploits, and advanced persistent threats
(APTs) through static and dynamic analysis in a scalable, virtual environment? 

A. DNS Security 

B. URL Filtering 

C. WildFire 

D. Threat Prevention 

Correct Answer: C 

"The WildFire cloud-based malware analysis environment is a cyber threat prevention service that identifies unknown
malware, zero-day exploits, and advanced persistent threats (APTs) through static and dynamic analysis in a scalable,
virtual environment. WildFire automatically disseminates updated protections in near-real time to immediately prevent
threats from spreading; this occurs without manual intervention" 
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QUESTION 4

Which term describes data packets that move in and out of the virtualized environment from the host network or a
corresponding traditional data center? 

A. North-South traffic 

B. Intrazone traffic 

C. East-West traffic D. Interzone traffic 

Correct Answer: A 

 

QUESTION 5

In addition to integrating the network and endpoint components, what other component does Cortex integrate to speed
up IoC investigations? 

A. Computer 

B. Switch 

C. Infrastructure 

D. Cloud 

Correct Answer: D 

Cortex XDR breaks the silos of traditional detection and response by natively integrating network, endpoint, and cloud
data to stop sophisticated attacks 
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