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QUESTION 1

Which option describes a characteristic of a distributed denial-of-service attack? 

A. uses multiple types of malware to corrupt system services 

B. uses a single remote host to delete data from multiple target servers 

C. uses a single remote host to flood a target network with traffic 

D. uses a botnet to flood traffic to a target network 

Correct Answer: D 

 

QUESTION 2

What are two methods to securely transmit personally identifiable information? (Choose two.) 

A. data checksumming 

B. data fragmentation 

C. data encryption 

D. encrypted tunnels 

Correct Answer: CD 

 

QUESTION 3

Which two reconnaissance tools might an attacker use to scan for vulnerable network services and settings? (Choose
two.) 

A. bandwidth analyzer 

B. intrusion detection 

C. port scanner 

D. password cracker 

Correct Answer: CD 

 

QUESTION 4

Company policy allows employees to access the internet. While searching for office supplies on the internet, a corporate
user mistypes a URL, connects to a malicious website, and unknowingly downloads malware. 

Which action should have been taken to prevent the malware download but still allow user access to the internet? 

Latest PCCSA Dumps | PCCSA PDF Dumps | PCCSA VCE Dumps                                2 / 3

https://www.geekcert.com/pccsa.html
https://www.geekcert.com/pccsa.html
https://www.geekcert.com/pccsa.html


https://www.geekcert.com/pccsa.html
2024 Latest geekcert PCCSA PDF and VCE dumps Download

A. deploy a firewall with content filtering capabilities on the corporate perimeter 

B. allow only encrypted HTTPS access to the internet 

C. configure digital certificates for all users to authenticate internet downloads 

D. permit web connections only to TCP port 443 

Correct Answer: A 

 

QUESTION 5

What is a component of a public key infrastructure? 

A. Key Distribution Center 

B. KDC ticket 

C. SSH key 

D. certificate authority 

Correct Answer: D 
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