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QUESTION 1

Which action must be taken prior to a successful ransomware attack to enable recovery from the attack? 

A. create a data snapshot on your IDS device 

B. back up all hosts that contain critical data 

C. update all firewall malware signatures 

D. limit external exposure of internal DNS resource records 

Correct Answer: B 

 

QUESTION 2

DRAG DROP 

Match the network infrastructure item with its corresponding description. 

Select and Place: 

Correct Answer: 
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QUESTION 3

Which type of firewall monitors traffic streams from beginning to end? 

A. circuit-level gateway 

B. stateless 

C. stateful 

D. packet filter 

Correct Answer: C 

 

QUESTION 4

What does a hypervisor enable? 

A. high-speed searching of already aggregated security log files 

B. high-speed aggregation and viewing of security log files 

C. multiple physical machines to be configured into a high-performance cluster 

D. multiple guest operating systems to run on a single physical machine 

Correct Answer: D 
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QUESTION 5

In PKI, which item is issued by a CA? 

A. digital certificate 

B. SSH key 

C. KDC ticket 

D. shared key 

Correct Answer: A 
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