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QUESTION 1

Which type of malware is self-replicating but must first infect a host program and be executed by a user or process?
A. vulnerability

B. worm

C. exploit

D. virus

Correct Answer: B

QUESTION 2

Which type of cloud computing deployment makes resources exclusively available to members of a single
organization?

A. local

B. private
C. hybrid
D. public

Correct Answer: B

QUESTION 3

Which network security architecture feature is designed to purposely expose some of an organization\\'s services to
untrusted networks?

A. network zone
B. security zone
C. demilitarized zone
D. military zone

Correct Answer: C

QUESTION 4
What is the function of a hashing protocol?

A. encrypts data with encapsulation
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B. establishes an unencrypted tunnel
C. establishes a secure tunnel
D. provides data integrity

Correct Answer: D

QUESTION 5

Which option describes a characteristic of a distributed denial-of-service attack?
A. uses multiple types of malware to corrupt system services

B. uses a single remote host to delete data from multiple target servers

C. uses a single remote host to flood a target network with traffic

D. uses a botnet to flood traffic to a target network

Correct Answer: D
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